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1 Scope

This application note provides a guide on configuring and verifying using the 802.11s Mesh
feature on Morse Micro OpenWRT products.

This document outlines the configuration of an 802.11s Mesh network designed to provide
backhaul connectivity for 802.11bgn Wi-Fi and LAN connections through 802.11ah Halow
links. The described scenario serves as a representative reference configuration. Please note
that the latency and throughput of the network will depend on the 802.11ah link performance
and the number of hops in the mesh.

The prerequisites for this application note are:

2 x Morse Micro HalowlLink1 devices, with the latest software installed (this guide was
written based onv.2.7.3).1

1+ x additional Morse Micro HalowLink1 devices are required to test meshing behaviour such
as self-healing and dynamic route finding.

1 x laptop with ping, and traceroute installed.

1 x internet connection accessible via 2.4GHz Wi-Fi with access credentials known.
Familiarity with accessing and configuring Morse Micro HalLowLink1 devices, as per the
User Guide.

By following this application note you will learn:

How to configure HalLowLink1 devices to setup an 802.11s mesh;
How to validate the mesh is operating; and
How to validate that the mesh is self-healing.

L Any 802.11ah HalLow Wi-Fi compliant devices that implement 802.11s can be used (such as Morse
Micro EKHO1 or EKHO3), but this guide assumes HalLowLink1 devices for simplicity)
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2 Theory of Operation

802.11s Mesh is a Wi-Fi feature that allows multiple wireless devices to “interconnect to create
a wireless LAN mesh network”. [link] This can be used to extend the area covered by a network
by creating wireless links that manage the multiple paths between nodes and is capable of
automatically recovering connectivity and dynamically adjusting routes in response to
environmental changes..

This application note uses multiple HaLowLink1 devices to create an 802.11s mesh network
over the 802.11ah HalLow radios. This application note chooses to target a network that:

e uses an 802.11bgn 2.4 GHz radio as a client connecting to a Wi-Fi hotspot running on
mobile phone for uplink to the internet

e provides a laptop access to the internet via 802.11bgn 2.4 GHz Access Points that are
backhauled by the 802.11s mesh network via the 802.11ah HalL.ow radios.

Note: an 802.11s mesh network can extend any network over wireless; can use Ethernet or other
wireless for internet access; and can use Ethernet or other wireless as the means for accessing the
mesh. This application note chooses the above topology to remove options in order to simplify the
guide.

The target network architecture from the choices above is shown below:

802.11ah Mesh >
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running S M e A
"uplink" ~ 2 "Device2" coverage
hotspot
Device 3

2.4 AP "Deviced"
"Device3" coverage

This network will demonstrate that from a laptop connected to Device 2 via 2.4GHz Wi-Fican
communicate to the internet via the 802.11ah Mesh network.

The physical devices will be moved (or mesh thresholds changed) so the network topology
changes to rely on a network path through Device 3, as shown in the diagram below:
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This topology will demonstrate the mesh self-heals, and will validate that the laptop connected
tothe 802.11bgn 2.4 GHz can still communicate to the internet via the mesh network.
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3 How to Configure

This guide covers two different ways to configure 802.11s mesh in HaLowLink1 devices:

1. An approach that uses the Ul Wizard and push button DPP (Device Provisioning Protocol).
This is the easiest method.

2. An approach that uses manual configuration via the Ul. This is more involved, but is more
tailorable.

Both approaches configure the following:

e A single device (Device 1) is configured as the Mesh Gate - i.e. the device that provides
integration to another distribution system. This device uses its 2.4GHz radio for uplink to an
existing Wi-Fi network that has an internet connection.

e A number of devices (e.g. Device 2, Device 3) that are configured as mesh nodes. These
devices use their 802.11ah HalLow radio to participate in the mesh, and use their 802.11bgn
2.4GHz radio to provide an Access Point.

Both approaches are documented below.

Note: This guide does not cover setting regulatory domain, or channels for these devices. It is
assumed you have set this correctly and are otherwise using the devices with factory defaults.

Refer to the HalLowLink1 User Guide for detailed instructions regarding proper configuration of
regulatory domain and wireless channels.
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3.1 Recommended Approach - Configuring HaLowLink1
via Wizard and Push Button

3.1.1 Overview
The HalowLink1 device supports configuring an 802.11s Mesh and adding Extender devices to the

mesh via a Ul Wizard and DPP push buttons. This is the easiest way to configure an 802.11s mesh
network.

Pre-requisites:

e 2xHalowLink devices, loaded with the latest software (2.7.3+)
o Additional HalLowLink1 devices are required if you would like to test a multi-hop mesh
and/or mesh self-healing.
e 1xlaptop
e 1 xmobile phone with Wi-Fihotspot capability and an internet connection

The high-level network architecture is shown in the diagram below:

e \/ N

802.11s Mesh \

2.4 Ghz WiFi

<«
uplink
Mobile Phone
running "uplink" Device 1 Device 2
hotspot

"Device 1" 2.4 GHz coverage K_/

"Device 2" 2.4 GHz coverage

e Device 1 will provide the uplink to the internet by connecting as a client to the mobile
phone’s “uplink” hotspot. Device 1 will operate as a Mesh Gate in the 802.11s mesh.

e Device 2 will connect to the 802.11s mesh, will operate as a node in the 802.11s mesh, and
will also operate an 802.11bgn Access Point.

e The laptop will connect as a client to the 802.11bgn Access Point from Device 2, and will be
able to reach the internet by having traffic travel over the mesh to Device 1, and then via the
mobile phone to the internet.
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3.1.2 Step-by-step guide for Wizard and Push Button approach

The following is a step by step guide to configure and validate a mesh network. The two devices
used as examples are HalLowLink1s with the following:

Device 1 - SSID: halowlink1-afOf
Device 2 - SSID: halowlink1-aeéb

To provide an uplink for this guide, determine the SSID and password of your 2.4GHz uplink (this
guide uses a phone hotspot configured with SSID: uplink and Password: uplink-password).

Step 1: Configuring Device 1 as a Mesh Gate

1.

4,

Connect your laptop to Device 1 viaits 802.11bgn 2.4 GHz (e.g. Wi-Fi SSID halowlink 1-afOf,
password printed on device label )
Access the web Ul at http://192.168.12.1, login using the “Device Password” (printed on

device label) and select the “Wizard” from the menu (direct link)
Choose HaLow Mode: 802.11s Mesh and Network Mode: “..use 2.4 GHz for an uplink”

Existing router

This Device 24aHz LR 24GHz WiFi

Halow Mode

Network Mode

O Access Point
@® 802.115 Mesh
O EasyMesh Controller

O Halow Wi-Fi devices
O Halow Wi-

will get an 1P on your

will get an 1P on this

® Halow Wi-Fi devices will get an IP on this device's local network and use 2.4 GHz Wi-Fi for an uplink (not an Ethernet cable).

@ After saving a 2.4 GHz Wi-Fi uplink configuration, you will need to connect to the correct network on on the Home page. Find the Uplink card, click on the "Disconnected” cross, then set the SSID and password.

Click “Save and apply”

Save & Apply ~ m

a. The device is now running an Access Point and Mesh Point on its 802.11ah radio
and is still running an Access Point on its 802.11bgn radio. The device’'s Wi-Fi SSID
(halowlink1-afOf) is used as the Access Point SSID, and the Mesh ID.

5. GotoHome (http://192.168.12.1/cgi-bin/luci/admin/home)

6. Findthe Uplink(2.4GHz) card, which should say “Disconnected”
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7. Click the word “Disconnected” and provide the uplink network details (uplink /
uplink-password)

Uplink (2.4 GHz)

Device phy1-sta0
Connected no

v Connect to Access Point

Credentials .
SSID uplink -35dBm 4l ~

Key/Password uplink-password .

. Revealfhide password
Encryption WPA2-PSK

Save & Apply

Step 2: Validating Internet Connectivity on Device 1

Device 1 should now provide uplink to the internet via the configured 2.4 GHz uplink network.
Steps to validate are:

1. Connectto Device 1's 2.4 GHz Access Point (halowlink1-afOf) with your laptop.

2. Check you canreach the internet (i.e. load www.morsemicro.com in your browser).
Note: Please ensure that your laptop is not connected to the internet via another network during
this test.

Step 3: Configuring Device 2 as a Mesh Extender

For more information, see the “Hal.ow extender” section in the HaLowLink1 User guide.
1. Put Device 2 into Extender mode by holding down the physical push button until the status
light flashes aqua (i.e. 10+ seconds).
2. Wait for Device 2 to reboot into Extender mode (i.e. Status LED is solid Aqua)
3. Pair Device 2 with Device 1 by doing the following:
a. First press and release button on Device 1 to put it into pairing mode (Wi-Fi HaLow
Status LED slowly blinks)
b. Press and release button on Device 2 to pair it with Device 1 (Wi-Fi HaLow Status
LEDs should slowly blink in both devices).
c.  Wait 30+ seconds, and both devices' Halow status light should stop slow flash, and
show solid/blinking traffic.
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Step 4: Validating Mesh Connectivity on Device 2
Device 2 should now provide uplink to the internet via Device 1. Steps to validate are:

1. Connectto Device 2's 2.4 GHz Access Point (halowlink1-aeéb) with your laptop
2. Check you canreach the internet (i.e. load www.morsemicro.com in your browser)

You now have a functioning 802.11s mesh network.

Configure and Validate Additional Devices (e.g. Device 3)
Additional devices (e.g. Device 3) are configured and validated using the same steps as for Device 2.

Repeat the “Device 2" process for Device 3 to add another Extender to the mesh. Test the
self-healing behaviour of the mesh by moving Device 2 out of range of Device 1, and/or by adjusting
the “RSSI threshold for joining” mesh setting (see Troubleshooting section for more information).

Note: If testing on your desk, we recommend a cabled test setup with the appropriate attenuation
and RF splitter/hubs for the thresholds you set.
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3.1.3 Detailed explanation for Wizard and Push Button configuration

The following annotates the prior diagram with more details from the example configured, including
the 802.11 mesh terminology (as per Certified Wireless Network Professional 802.11s Mesh
guide):

/n\/
- / < 802.11s Mesh: "halowlink-afof"
i <

DHCP Client

‘\
Portal
——| Mesh Gate
Mesh Station

Access Point |

2.4 Ghz WiFi DHCP Cllenl
uplink
Mobile Phone
running "uplink" Device 1 Device 2 ';;’.{‘:f; Ny
hotspot 192.168.12.1/24 Mesh Station S
DHCP Server -> Access Point
Laptop

"halowlink1-af0f" 2.4 GHz coverage halowlink1-aeb" 2.4 GHz coverage

The points to note are:

e Both Device 1 and Device 2 participate in the 802.11s Mesh as Mesh Stations. The Mesh ID
and settings come from the Device 1 configuration, and are distributed to Device 2 via DPP
(push button).

e Device 1is configured to have a static address 192.168.12.1 and to operate a DHCP server
on the lan network (i.e. the mesh; its 802.11bgn 2.4 GHz Access Point; and LAN and USB
LAN ports). This is identical to the out-of-the-box configuration for a HalLowLink 1.

e Device 2 is configured to obtain its address via DHCP. It also has all physical ports (LAN,
USB LAN, and WAN), and its 802.11bgn 2.4 GHz Access Point into its lan network.

o l.e. connecting to any physical port or the Access Point in Device 2 will provide
access to the internet via the mesh->Devicel->phone hotspot->phone internet
connection.
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This is a detailed diagram of the two devices, and the resulting configuration from an OpenWRT perspective:
Device 1 Device 2
wan firewall zone lan firewall zone lan firewall zone wan firewall
Zone
wan Interface lan Interface lan Interface wan
Dynamic IP Static IP: 192 168.12.1,/24 Dynamic IP (e.g. 192.168.12.102/24) Interface
DHCP Client DHCP Server DHCP Client Dynamic IP
DHCP serveron iyl DHCP
) _ laninterface Client
phy1-sta0 forwarding p— [~~~ gives DHCF lease to —
Por o radiod BZ.11ah Mesh Point  |¢ forms mesh link with radiol BO2.11ah Mesh Point > )
S5ID: *halowlinki-afor MesniD: “halowlink1-afor MesniD: “halowlink1-afor No devices
v SRR T P ettt I Sttt q i f
| wlanD phy1-apo ‘usblan | ! lan ! phy1-ap0 3 1! lan H
AN AN ’ | radio0 802.11ah Access radio1 B02.11bgn Access | gthernet | | ethernet | radio1 BO2.11bgn Access | ! athe | | ethernet |
! wan [ | Polnt Foint ! port I ! port H Foint ! port I 1 port H
| ethemet | | SSI0: "halowlink1-afor SSI0: "halowlink1-afor i o : SslD: 1-aeb” | HY o '
i L [ e - N " -
port | ] Pl
connects to l
‘NDHCP server on L}
lan interface
wan port removed gives DHGP lease to
from all interfaces el
«—
This SSID is from wan port has moved inte
Mabile Phone Device 2, not Device 1. lan interface to provide
running "uplink" extra physical ports
hotspot

Laptop
(e.g. 192.168.12.192/24)

Network Device usage . R
Legend Firewall Zones Interfaces indication Device type indication
(—'J“ﬁ . e
r A |’ Al
iunussdi
HalowLink1 lan wan lan deed | tis 24 Gz | | Halow | | £normet Note
1 config |
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3.2 Advanced Approach - Configuring via Ul without
Wizard

3.2.1 Overview
The HalowLink1 supports 802.11s and can be configured without relying on the wizard and push

button pairing. This process is more complex. There are many inter-related settings which must be
correct - setting incorrect configuration parameters may result in temporary loss of device
connectivity or administrative access..

NOTE: We expect this process to be followed by users familiar with configuring 802.11s mesh networks
and/or users that are experimenting with 802.11s. It is expected that occasional connectivity issues may
occur as part of the learning process. A common cause is being unable to determine the IP address of a
device because it changes from using a static IP address to a DHCP provided [P address. See

Troubleshooting for more guidance.

Common objections to the Wizard and Push Button configuration are:

1. Itdoes not have the SSIDs | want in all of the devices.

2. It does not have an 802.11ah HalLow Access Point as well as an 802.11bgn 2.4 GHz Access
Point in all of the devices.

3. | do not know how to incorporate this with other 802.11ah HalLow products that support
802.11s meshing.

We will address points 1 and 2 in this section. Point 3 is out of scope for this document, but will be
similar to the configuration performed in this guide.

Note: This section will perform the full configuration from scratch via the Ul - but the approach is similar to
adjust the configuration from the previous Wizard and Push Button section to address the objections.
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The Wizards and Push Button example ignored some of the requirements from the original plan for

ease of use. This example will use requirements from an expected loT deployment where:

e REQ1 - There are existing 2.4 GHz only Wi-Fi loT devices that are configured as clients with
SSID: “ot-network” and Password: “ot-network-password”.
e REQZ2 - These 2.4 GHz only devices are geographically dispersed, and we want to use an
802.11ah HalLow mesh to provide coverage to them, so our 2.4 GHz Access Points must use

this SSID.

e REQ3 - There are also 802.11ah Wi-Fi loT devices configured as clients with the same

‘ot-network’ configuration, and we also want the mesh to provide coverage to them.

e REQ4 - At the uplink we do not want the uplinking mesh device to also run any 802.11bgn
2.4GHz Access Points, as these will add unnecessary interference, but we do want to run an
802.11ah Access Point at the uplink mesh device.

The conceptual architecture for this example is below. Note it includes “loT Devices” which we will

not cover in this guide:

Mobile Phone

running "uplink”
na(sp/ Device 1

[ K

loT Device A
802.11ah only

14 | morsemicro.com

\\J

"ot-network" Halow Access Point I:Iq

coverage from Device 2
loT Device B
802.11ah only

N
- ~
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"ot-network" 2.4 GHz Access Point loT Device C

"ot-network" Halow Access Point coverage from Device 2 2.4 GHz only
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And this is a detailed diagram of the network, including the two HalLowlink devices we will configure :
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Device 1 Device 2
wan firewall zone lan firewall zone lan firewall zone wan firewall zone
wan Interface lan Interface lan Interface wan Interface
Dynamic IP Static IP: 192.168.12.1/24 Dynamic IP 10.22.121.111/31 Dynamic IP
DHCF Client DHCP Server DHCP server on DHCF Client Static IP (hidden) DHCP Client
- lan interface ==
phy1-stan forwarding wian1 gives DHCP leaseto wian1 forwarding
radio1 BOZ.11bgn Access radio0 B0Z.11ah Mash Point | forms mesh link with radio0 BOZ.11ah Mesh Point
Polnt MashiD: “ot-mesh" MeshiD: “ot-mesh”
SSI0: “uplink”
N wiand lusblan |llan | wiano phy1-ap0 ! usblan fwan |
radio0 802.11ah Access ! sthemet | | ethemat | radiol BOZ. 11ah Access radiol 802.11bgn Access | | gthemet | athernet |
_________ ) Foint ! port I ! port H Faint Foint ! port ! port H
* wan L SSID: “ot-natwork” I SSI0: “ot-network” SSI0: “ot-natwork” o [
| ethernet |
connectsto | port 1 \
\ \ B connects to
« \‘ connects to connects to
DHCP server on
L wan port removed connects o lan interface
from all interfaces gives DHCF laase to -
. loT Device B
Mobile Phone LY 802.11ah only loT Device C
wnning "wplink' T M \ . 24 EHZ only
hotspot -
loT Device A TR
802.11ah only
Network Device usage . S
Legend Firewall Zones Interfaces indication Device type indication
. .
r A |’ Al
E unused |
X used [ 2.4 GHz Halow
HalowLink1 lan wan lan device | | 2;:1“'; E Radio Radio Ethernet MNote
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3.2.3 Step-by-step guide for configuring entirely via Ul

The following is a step by step guide to configure and validate a mesh network. The two devices
used as examples are HaLowLink1s running v2.7.3 with the following:

Device 1 - SSID: halowlink1-afOf
Device 2 - SSID: halowlink1-aeéb

To provide an uplink for this guide, determine the SSID and password of your 2.4GHz uplink (this
guide uses a phone hotspot configured with SSID: uplink and PW: uplink-password).

Configure Device 1 to have 2.4 GHz uplink to internet

1.

5.

Connect your laptop to Device 1 via its 802.11bgn 2.4 GHz

(e.g. Wi-Fi SSID halowlink 1-afOf)

Access the web Ul at http://192.168.12.1, login using the “Device Password”
Select Quick Config page (you may have to toggle ‘Advanced Config”)
(http://192.168.12.1/cgi-bin/luci/admin/config)

Add a new wireless device to the 802.11b/g/n radio

Wireless

Morse Micro MM4108A1 802.11ah (radio0)

Country us v

Preferred frequency Width Channel
8MHz v  44(924MHz) ~

Enabled Device Netwaork Mode @ $SID/Mesh ID Encryption Key/Security

[ @] wian0 lan - Access Point (WDS) v halowlink1-afof WPAZ-SAE V. sssssssssssesesse -] - o

MediaTek MT7603[; 802.11b/g/n (Jadio1)

Preferred frequency Mode Channel ‘Width
N v 1(2412MHz) ~ 20MHz ~

Enabled Device Network Mode @ S$5ID/Mesh ID Encryption Key/Security

[ @] phyl-ap0 an - Access Paint v halowlink1-afof WPAZ-PSK v eressssssaeesenne -] . o
[ @] wan - Client v uplink - WPAZ-PSK v upliink-password @ . 1)
—

alye

Input the following details:
a. Ensure‘enabled’is selected
b. Network: wan
c. Mode:client
d. ESSID:uplink
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e. Encryption: Match the security protocol exactly to that configured on the uplink hotspot
(commonly WPA2-PSK).
f.  Key/Security: uplink-password
6. Remove the wan Ethernet device from the wan network by deselecting ‘wan’in the Ethernet
dropdown.

Network Interfaces

Name Forward Wireless Ethernet DHCP Server Protacol IPv4 address

lan = wan - halowlink1-af0f @ usblan|lan ~ [ @] StaticIP v 192168121

wan > None  ~ uplink @ None + DHCP Client

7. Click Save & Apply
Validate Device 1 has an internet 2.4 GHz uplink

1. Ensureyour hotspot is enabled.
2. Connectto Device 1’s 2.4 GHz Access Point (i.e. halowlink 1-afOf) with your laptop.
3. Checkyou canreach the internet (i.e. load www.morsemicro.com in your browser).

Troubleshooting

e |fyou cannot see your device's 802.11bgn 2.4 GHz Access Point, it may be that your hotspot
is unavailable or the device has incorrect parameters.
o The HalowLink1 only brings up its 802.11bgn 2.4 GHz Access Point dfter its
802.11bgn 2.4 GHz client successfully connects to the ‘uplink’ SSID.

Configure Device 1 to have 802.11ah Access Point with “ot-network” SSID

4. Select Quick Config page
(http://192.168.12.1/cgi-bin/luci/admin/config)
5. Change the settings for the existing Access Point for the 802.11ah radio
a. ESSID:ot-network

b. Key/Security: ot-network-password
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Morse Micro MM6108 i00)
Country us v
Preferredfrequency  Width Channel
8MHz v 44(924MHz) ~
Enabled Device Network Mode @ / SSID/Mesh 1D Encryption / Key/Security
c wilan0 lan - Access Point (WDS) v ot-network WPA3-SAE v ot-network-password n . E
6. Click “Save & Apply” (note you might lose connection and need to reconnect)
Configure Device 1 to have 802.11ah Mesh Point with “ot-mesh” SSID
7. Select Quick Config page
(http://192.168.12.1/cgi-bin/luci/admin/config)
8. Add anew wireless device to the 802.11ah radio
Morse MicroM M61DB i00)
Country Us v
Preferred frequency Width Channel
8MHz v 44(924MHz) v
Enabled Device Network Mode @ SS5ID/MeshID Encryption Key/Security
@ lan - Access Point (WDS) v halowlink1-afof WPA3-SAE v esssssssssssnsens -] . W
<«

9. Input the following details:
a. Enabled: true
Network: lan

Meshld: ot-mesh
Encryption: WPA3-SAE
Key/Security: ot-mesh-password

o a0 o

Morse Micro MM6108A1 802.11ah (radio0)

Country us ~

Preferredfrequency  Width Channel
8MHz v 44(924MHz)

Enabled  Device Network Mode @ SSID/Mesh 1D Encryption Key/security
[ @] wlan0 lan o Access Point (WDS) v ot-network WPA3-SAE v| | evavsusncecesenenss -] . i
[ @] - Mesh Point v otmesh WPAZ-SAE v ot-mesh-password @ . 7]

10. Click “Save & Apply” (note you might lose connection and need to reconnect)
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We cannot validate the 802.11ah mesh is working yet, but we can validate by inspecting the
expected configuration on the Network > Wireless page
(http://192.168.12.1/cgi-bin/luci/admin/network/wireless).

Wireless Overview

®  radio0

--/-82dBm

--/-82dBm

®  radiol

4 -37dBm

al -33dBm

Note that we have not met REQ4 vet, and are keeping the 802.11bgn 2.4 GHz Access Point

Morse Micro MM6108A1 802.11ah
Channel: 44 (924.0 MHz) | Bitrate: ? Mbit/s

SSID: ot-network | Mode: Master
BSSID: 94:8B:43:DC:F6:60 | Encryption: WPA3 SAE (CCMP) =

Mesh ID: ot-mesh | Mode: Mesh Point
BSSID: $4:83:C4:6 1:AF:10 | Encryption: WPA3 SAE (CCMP)

MediaTek MT7603E 802.11b/g/n
Channel: 11(2.462 GHz) | Bitrate: 144.4 Mbit/s

SSID: halowlink1-af0f | Mode: Master
BSSID: 94:83:C4:61:AF:11 | Encryption: WPA2 PSK (CCMP)

SSID: uplink | Mode: Client
BSSID: C2:DF:DF:FF:44:9D | Encryption: WPA2 PSK [CCMP)

configured now to maintain access to Device 1.
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Configure Device 2 to have ‘ot-network’ for Access Point on both 802.11bgn and 802.11ah radio

11. Connect your laptop to Device 2 via its 802.11bgn 2.4 GHz (e.g. Wi-Fi SSID
halowlink 1-ae6b)

12. Access the web Ul at http://192.168.12.1, login using the “Device Password”.

13. Select Quick Config page (you may have to toggle ‘Advanced Config”)
(http://192.168.12.1/cgi-bin/luci/admin/config)

14. Change the settings for the existing Access Points for both the 802.11ah and 802.11bgn
radios

a. ESSID:ot-network
b. Key/Security: ot-network-password

Wireless &
Morse Micro MM6108A1 802.11ah (radio1)
Country us v
Preferred frequency  Width Channel
8MHz v  44(924MHZ) -
Enabled  Device Network Mode @ 5SID/MeshID Encryption Key/Security
D wiano lan - Access Point (WDS) v otnetwork WPA3-SAE v ot-network-password -] . o
\ k
MediaTek MT7603E 802.11b/g/n (radio0)
Preferredfrequency  Mode Channel Width
N v 1(2412MHz) v 20MHz v

phy1-ap0 Access Point v otnetwork WPA2-PSK v etnetwork-password -]

o

Enabled Device Network Mode @ SSID/Mesh |¥ Encryption Kevaecum/
@ — B

15. Click “Save & Apply”. You will lose connection to Device 2, as its SSID will change from the
device default to “ot-network”.

Reconnect to Device 2 using “‘ot-network /ot-network-password”
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Configure Device 2 to have 802.11ah Mesh Point with “ot-mesh” SSID
1. Select Quick Config page
(http://192.168.12.1/cgi-bin/luci/admin/config)
2. Change the lan network to have:
a. DHCP Server: Disabled
b. Protocol: DHCP Client
Network Interfaces
Name Forward Wireless Ethernet DHCP Server Protocol 1Pv4 address
lan - wan - ot-network @ ot-mesh (mesh) @ usblan lan ~ DHCP Client \v
3. Add anew wireless device to the 802.11ah radio
Morse Micro MM6108i00)
Country us ~
Preferred frequency Width Channel
8MHz v 44(924MHz) ~
Enabled Device Network Meode @ SSID/Mesh ID Encryption Key/Security
[ @] wlan0 lan ~ Access Point (WDS) v halowlink 1-afOf WPA3-SAE V. ssssssssssssesess -] . oW
@ <

4. Input the following details:
a. Enabled: true
Network: lan
Mode: Mesh Point (Note: this is called 802.11s mesh in Network > Wireless config page)
Meshld: ot-mesh
Encryption: WPA3-SAE
Key/Security: ot-mesh-password

o a0 o

Morse Micro MM6108A1 802.11ah (radio0)

Country us v

Preferred frequency ~ Width Channel
8MHz v 44(924MHz) v

Enabled  Device Network Mode @ SSID/Mesh 1D Encryption Key/Security
@ e an - Access Point (WDS) v otnetwork WPA3-SAE Y eeesssssssssssssees 2 . @
[ @] lan - Mesh Point v otmesh WPA3-SAE v ot-mesh-password -] - W

5. Click “Save & Apply” (note you might lose connection and need to reconnect).
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6. You will be warned about a connectivity change. Choose “Apply and keep settings”.

Connectivity change

The network access to this device could be interrupted by changing settings of
the "lan" interface.

If the |P address used to access LuCl changes, a manual reconnect to the new IP
is required within 90 seconds to confirm the settings, otherwise modifications

will be reverted.

Apply with revert after connectivity loss

> Apply and keep settings

Note: We will likely lose connectivity for longer than 90 seconds, as Device 2 will get a new IP from
Device 1's DHCP server, but it will take time for us to determine it and get back into the Ul.

Validate Device 2 configurations and the mesh network

We have now configured the mesh with two devices, where your laptop has connectivity to the
internet.

Before we validate, you must check:
e The “uplink” hotspot is up and has an active internet connection
e Device 1 is powered on (and has all three status lights on - Status & Wi-Fi 2.4 GHz
green; Wi-Fi HalL.ow purple)
e Device 2 is powered on (and has all three status lights on - Status & Wi-Fi 2.4 GHz
green; Wi-Fi HalLow purple)
e Your laptop is connected to the “ot-network” SSID (i.e. the one provided by Device 2)

Check connectivity to Device 1
Gotohttp://192.168.12.1 and login with Device 1's credentials.
e Your laptop is connecting to Device 1 through the following path:

laptop -> “ot-network” 2.4 AP -> Device 2 -> “ot-mesh” link -> Device 1

If you cannot connect to Device 1, please refer to the troubleshooting section

Check connectivity to the Internet
Go to www.morsemicro.com in your browser.

e Your laptop is connecting to the internet through the same path as to Device 1
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Examine traceroute from laptop to see hop via Device 1

Running traceroute 8.8.8.8 (i.e.a Google DNS server) you can see that the first hop is via the
192.168.12.1 link.

-+ ~ traceroute -v B8.8.8.8
Using interface: end
traceroute to 8.8.8.8 (B.8.8.8), &4 hops max, 4@ byte packets
1 halowlinkl-af@f (192.168.12.1) 48 bytes to 192.168.12.176 B.516 ms 7.352 ms 7.271 ms

192.168.87.82 (192.168.87.82) 48 bytes to 192.168.12.176 14.745 ms 1B8.659 ms 15.695 ms
10.4.92.245 (10.4.92.245) 48 bytes to 192.168.12.176 Z236.008 ms 139.683 ms 442.146 ms
10.4.93.2 (10.4.93.2) 76 bytes to 192.168.12.176 53.332 ms 37.596 ms 38.7@7 ms

*AL

Inspect DHCP leases in Device 1 to determine Device 2's address

Login to Device 1's Ul, and go to Home
(http://192.168.12.1/cgi-bin/luci/admin/home).

Click on “DHCP Leases”, and look for the MAC address of Device 2. For example, here is the table
for the two devices used throughout this guide:

Local Network X

IPv4 192.168.12.1/24
IPv6  fdle:fbd2:dee::1/60

MAC Address Hostname IPv4 Expiry IPvé IPvé6 Expiry
17:77:4A mma-2400.lan 192.168.12.176 F20=winie)
94:83:C4:61:AE:6C halowlink1-aeéb.lan 192.168.12.102 2EAroinls)

Use the IP address found here to get to the Ul of Device 2.
Configure and validate Device 3

To configure another device, follow the same steps as for Device 2. Any device configured this
way will join the mesh network and behave just like Device 2.
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4 Troubleshooting

I’'m connected to my device, but | don’t know its IP address. How do | find it?

There are a few techniques:

Method A: Using DHCP Server Leases

1. Logintothe device that is running the DHCP server and go to the Home page
(http://192.168.12.1/cgi-bin/luci/admin/home).
2. Click on “DHCP Leases”, and look for the MAC address of the device you want to find.

Method B: Accessing via Debug IP (10.22.121.111)

1. HalowLink1 devices bind a static IP address 10.22.121.111/31 for retaining debug
access.

2. Add astatic IP address to your laptop’s network connection: 10.22.121.110/31 (i.e. with
netmask 255.255.255.254)

3. Connect tothe debug IP address 10.22.121.111, ensuring your laptop is only connected
to one device.

I am unable to separate the HaLowLink1 devices sufficiently to test mesh self-healing.
What can | do?

This is expected, as HalLow's strength is the extended range! You can see the performance of the
mesh in two ways:

1. Move Device 1 and 2 far enough apart that they cannot communicate, so you know they
are communicating via Device 3.

2. Move Device 1 and 2 far enough apart so their throughput is low, and see that
introducing Device 3 improves the throughput.

To achieve “move the devices further apart” there are a few options:

Physically separating the devices - though this is very impractical for a demo;
Separating the devices in RF isolation chambers with controllable attenuation;

e Configuring the “RSSI threshold for joining” mesh advanced option - which will prevent
stations for joining a mesh if they are below the threshold; and

e Configuring the “mesh_max_peer_links” mesh setting - which will restrict the number of
peers a node has.

Providing physical or RF separation is out of the scope of this document.
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To adjust the Mesh RSSI threshold for joining:

e Goto Network > Wireless settings
(http://192.168.12.1/cgi-bin/luci/admin/network/wireless)
Click “Edit” on the “ot-mesh” device
Update the RSSI threshold for joining under “Mesh Settings”

Interface Configuration

General Setup Wireless Security Advanced Settings Mesh Settings

Forward mesh peer traffic
If disabled, optionally add the iface to a B.AT.M.A.N network. Currently there is none configured

RSSI threshold for joining -85 ——

0 = not using RSSI threshold

This threshold determines the minimum RSS! a node must see to establish a peer connection in
the mesh. A value of O means “peer with any device”. A value of -75 means “peer only with
devices that have RSSI greater than -75".

To adjust the mesh_max_peer_links setting:

Log into the device viassh (e.g. ssh root@192.168.12.1)
Use an editor to update the file /etc/config/mesh11sd.
Update the mesh_max_peer_1links to the value you desire.

Save the file and restart the wireless (e.g. wifi down && wifi up)

This setting will limit the number of peer links a node establishes. For example, set this to 2 for a
number of devices and they will form a chain.
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5 Frequently Asked Questions (FAQ)

Why does this application note use 2.4GHz for the uplink to the internet?

Multiple methods exist to configure the network topology under examination. This application
note utilizes a smartphone-provided hotspot as it is universally accessible and simplifies
network testing. We believe this choice is the simplest for any user to test - even in an office
environment - as it does not require plugging Ethernet cables into existing infrastructure.

Can | use the WAN or LAN Ethernet for uplink to the internet?
Yes you can.

e To use the WAN port - you would connect the WAN port to your uplink gateway (on its
‘lan’ side). You should also ensure the uplink 2.4 GHz client is not connected.

e To use the LAN port - this is more complex, as the ‘lan’ side of your uplink gateway is
probably running a DHCP server already (to hand out DHCP leases in your network).
You should:

o Change Device 1's lan interface to be a DHCP client.

o Plugthe LAN port into the lan side of your uplink gateway.

o Use the DHCP lease table from your uplink gateway to determine the IP
addresses given to Device 1 and Device 2.

Can | connect to the mesh via the LAN port on the HaLowLink (Device 2 / Device 3) instead
of via the 2.4 GHz Wi-Fi network?

Yes, if your device has an available Ethernet port this is possible. For example EKHO1 platforms
do not have an additional 2.4 GHz radio, so using the Ethernet port is required. When you
connect via a LAN port on Device 2 or 3 your laptop will receive an IP address from the DHCP
server on the network (i.e. likely from Device 1).

What will the throughput and latency be like?

As with all wireless links, the throughput and latency will depend on the quality of the radio link
(i.e. noise, distance etc). For 802.11s mesh links another factor is the number of hops needed to
route frames. For the 802.11ah throughput performance, please refer to the expected data rate
[link] and your device capability.
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Release Release Date Release Notes
Number
1.0 2025-04-02 Initial release
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Morse Micro makes no warranty, representation, or guarantee regarding
the information contained herein or the suitability of its products and
services for any particular purpose, nor does Morse Micro assume any
liability whatsoever arising out of the application or use of any product or
circuit. The products sold hereunder and any other products sold by Morse
Micro have been subject to limited testing and should not be used in
conjunction with mission-critical equipment or applications. Any
performance specifications are believed to be reliable but are not verified,
and Buyer must conduct and complete all performance and other testing of
the products, alone and together with, or installed in, any end-products.
Buyer shall not rely on any data and performance specifications or
parameters provided by Morse Micro. It is the Buyer's responsibility to
independently determine suitability of any products and to test and verify
the same. The information provided by Morse Micro hereunder is provided
“as is, where is” and with all faults, and the entire risk associated with such
information is entirely with the Buyer. Morse Micro does not grant, explicitly
or implicitly, to any party any patent rights, licenses, or any other IP rights,
whether with regard to such information itself or anything described by
such information. Information provided in this document is proprietary to
Morse Micro, and Morse Micro reserves the right to make any changes to
the information in this document or to any products and services at any time
without notice.

About Morse Micro

Morse Micro is a leading Wi-Fi HalLow fabless semiconductor company
based in Sydney, with global offices. As the world's premier Wi-Fi HalLow
company, we pioneer next-gen loT wireless connectivity solutions. Morse
Micro is now sampling its Wi-Fi CERTIFIED HaLow MMé108 production
silicon: the fastest, smallest, lowest power and longest-range Wi-Fi Halow
chip available in the market.
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