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1 Scope

This document describes how to capture over-the-air (OTA) packet traffic using the
MM6108 radio to listen to and capture packets on a Wi-Fi HaLow network. This can be
used to observe all traffic being sent on the channel, not just traffic destined for the

sniffer device.
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2 Theory of Operation

Network traffic or packet sniffing is the process of intercepting and logging traffic as it
passes across a computer network. For wireless networks this is particularly feasible as
the transmissions are visible to any listening radio within range of the device sending
the traffic. Many network adaptors and wireless radios can be configured into a
monitoring mode where it will passively listen to and log all transmissions on a given
channel. Once logged (referred to as a ‘packet capture’), the details of the traffic can be
examined using a specialised analyzer application such as Wireshark. Note that
encryption can mean that while the packet is intercepted, its contents cannot be read
without also having the security key.

The MM6108 is able to be configured in a monitor mode, and the following sections
outline how to capture traffic and load it into Wireshark. For the purpose of this guide it
is assumed that the user has an evaluation kit running OpenWrt from Morse Micro.

4 | morsemicro.com



How to do a Sniffer Capture -v1
APPNOTE-36

3 How to Configure

3.1 Configure Monitor Mode and Channel
3.1.1 GUI Configuration

For OpenWrt versions 2.7 x and higher, monitor mode can be set from the Ul. Select
Quick Config, and set the mode of the 802.11ah radio as Monitor. The channel and
bandwidth are able to be set here. Click Save & Apply for changes to take effect.
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To set the primary bandwidth and channel index, these can be set by navigating to
Network — Wireless, and clicking Edit on the HalLow radio.

REFRESHING  MONITOR

Wireless Overview

g MediaTek MT7603E 802.11b/g/n et T s a
oo Channel: 1(2.412 GHz) | Bitrate: ?Mbit/s .

P - SSID: halowlink1-b1cf | Mode: Master Disab eat | Re
ome BSSID: 94:63:C4:61:81:D1 | Encryption: WPA2 PSK (CCMP) = ! e
# Wizard
4 Morse Micro MM6108A1 802.11ah
@ radiol san | Ad
Channel: 44 (2 null) | Bitrate: ? Mbit/s
&, Upgrade
SSID: MorseMicro | Mode: Monitor
Advanced Config —/102d8m

BSSID: 94:B8:43:DC:F5:87 | Encryption: -

©
& Quick Config

- Associated Stations
(& Status

Network MAC address Host Signal / Noise RXRate / TX Rate
X System

No information available

DHCP and DNS

Diagnostics

Firewall Allrights reserved.

Set the intended Primary channel width and Primary 1MHz channel index, and click
Save & Apply.

Inrelease 2.7.2 it appears in Advanced Settings:

Wireless Network: Monitor "MorseMicro” (wlanQ)

Device Configuration

General Setup Advanced Settings Dynamic Channel Selection

Short Guard Interval

Fragmentation Threshold
AMPDU
BSS Color -- Not set -- v

Forced listen interval

Forces the listen interval in all cases (unlike max_listen_interval, which is a cap that only applies to the AP, The unified
scaling factor and unscaled interval are automatically determined from this value.

Primary channel width -- Not set -- ~

Primary 1MHz channel index --Not set — v

‘Choose a Frimary channel width before selecting a primary channel index

Keep alive offload @]

Offload IPv4 keep alive frames to hardware

a3vvrem O
Enables a 4.3V VFEM on the HaLow module
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Inrelease 2.8.2 (and onwards) it has moved under General Setup:

Wireless Metwork: Access Point "halowlink1-197b" (wian0)

Device Configuration

General Setup Advanced Settings Dynamic Channed Selection

Maogde; Master | S510: halowdink1-1¥70
BS5SID: #4:BB:43:DCF30F
Shatus a Encryption: WPAD SAE (COMP)
20T8 dBm Channel: 44 (924.0 GHz)
Te-Power: 19 dBm
Signal; <X dBm | Molse: <78 dBm
Bitrate: 32.5 Mbits | Country: AL

Wireless network |5 enabled

Country Code AL

Width Channel Prim'Width Prim Index

Operating frequency BMHz v 44(924MHz ¢ aute ~  auls

Prim Widthand Prim Index are the Primary Channel Width and the Primany 1mhz Channel Index respectivety, These
options will Vary degssnding of tha msin channel,

Interface Configuration
General Setup Wireless Security  Advanced Setiings Power Save:
Mode Rosess Point (WDS)
Pk 1- 197

lam; &8

Choose the networkis] you want 1o-atiach bo thés wirsles interieoe of fill out the custom feid to define a rers
network

e [
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3.1.2 CLI Configuration

Run the following commands to put the device into sniffer mode and configure the
channel to sniff on. In this example, the sniffer will look at packets on the 208MHz
channel.

iw dev wlan@ del
iw phy phy1 interface add mon® type monitor

ifconfig mon® up && ifconfig morsed up

Configure channel
-c channel frequency
-0 channel bw

-p primary bw

= O O®F O H= OH =

-n primary ch index

morse_cli -i mon® channel -c 908000 -0 8 -p 2 -n ©

8 | morsemicro.com



How to do a Sniffer Capture -v1
APPNOTE-36

3.2 Capture with SSHdump

Modern versions of Wireshark prompts for the installation of sshdump as an external
capture utility. Selecting to install this feature presents the user with an SSH remote
capture interface which simplifies (and saves) the connection and authentication
configuration and allows for the ability to stop/restart the packet capture natively in
Wireshark.

To capture with sshdump, select the SSH remote capture interface.

«..using this ~  Allinterfaces shown~

typer-V firewall))
W

A

ack traffic capture
12

0000

The first time this capture interface is started, Wireshark will prompt for configuration.
The required configuration is outlined below.

Wireshark - Interface Options: 35H remote capture

Server Authentication Capture Debug Server:
Remote SSH server address 192.168.16.213

Remote SSH serverport 22 Configure the IP address and port
used to access the device.

£ Wireshark - Interface Options: 55H remote capture x Authentication .
.

Server | Authentication Capture Debug

. e Configure the SSH details to
S access the device. Supports access
Hpratekey G via either the device password or
Y pessphrsse using private keys.

mand

Support SHA-1 keys (deprecated)
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If the underlying device for a given |P address regularly changes in the test set up,
consider disabling StrictHostKeyChecking for that |P address..

£ Wireshark - Interface Options: SH remote capture

Server | Authentication Capture Debug

Remote interface maorsel
dumpcap

Remote capture command selection tcpdump
Other:

Remote capture command

Gain capture privilege en the remote machine

Privileged user name for sudo or doas
No promiscuous mode
Remote capture filter

Packets to capture

V| Save parameter(s) on capture start

Restore Defaults
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Set the remote interface to
morseO to capture 802.11ah
frames. Use tcpdump on the
remote host.

The remote capture filter should
only be required if connecting to
the remote device over HalL.ow.
Wireshark provides a default filter
here to eliminate noise from the
SSH connection.
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Click ‘Start’ to initiate the capture and observe the results.

/& Capturing from SSH remote capture
atistics Telephony
228 B

source Destination protocol Length Signal strength (dBm) Calculated window size Info
Beacon,

8.191805
8.100677
8.265131
8.203355
8.302076
8.368545 X 7
8.396614 AzureiaveTec_deifaidc
5.404477 seMicro_88:64:91 5510-"aj-ekho3"
5.470070
5.498190
8.506978 seMicro_69:04:91 b , SSID="aj-ekhd3"
8.573302 €ro_00:00:97
8.601414 - de:f3:, SID="halowlink1-baob"
8.609280 MorseMicro_00:04:91 b 3 SSID="aj-ekh®3"
8.674967
8.702859
8.711697 rseMicro_00:04:91 3 "aj-ckho3"

308 8.778105 i kho1-2das”

§.514103 icro_ 5510-"aj-ekh@3"
5.515969 AzureiiaveTec d C, SSTD="halowlinkl-!

5.907679
5.916509
5.984941
9.011030
9.018901
9.084317
9.112472
9.121286
9.187716
9.215843
9.225836

Beacon, S5I0="aj-ekhes”
9.291049 Horseticra 00:0b:97 16 Beacon,

® B 55H remote capture: <live capture in progre: Profile: WiFi
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3.3 Alternative Options

For legacy purposes, this document retains the previous instructions to call tcpdump
directly via SSH and pipe the output to Wireshark. This may be helpful in environments
with older versions of Wireshark which do not support configuration of sshdump
directly.

3.3.1 Launch Wireshark with SSHdump from the command line

wireshark -oextcap.sshdump.remotehost:10.42.0.1
-oextcap.sshdump.remoteinterface:morse@ -i sshdump -k

3.3.2 Capture with tcpdump
Then start tcpdump to capture the packets and write it to a file on the device.
tcpdump -1 morse@ -w capture.pcap

Sniffer captures can become large quickly so make sure there is enough space on the
filesystem if you want to do a long capture.

Once the capture is done, download the .pcap file to your computer and open it with
Wireshark to view the packets.

3.3.3 Pipe tcpdump directly to Wireshark on local machine

It is possible to pipe the tcpdump output directly into Wireshark on a local machine
through an SSH connection to the sniffer device. To do so, run the following command
on the local machine:

On aMac:

ssh root@10.42.0.1 tcpdump -i morse® -U -s@ -w - |
/Applications/Wireshark.app/Contents/MacOS/Wireshark -k -i -

On Linux:

ssh root@10.42.0.1 tcpdump -i morse® -U -s@ -w - | sudo wireshark
_k =9 =

On Windows:

ssh root@10.42.0.1 tcpdump -1 morse@ -U -s@ -w - | "C:\Program

Files\Wireshark\Wireshark.exe" -k -i -
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This assumes the IP address of the device is 10.42.0.1 and Wireshark is installed in the
default location. Once the command is run, Wireshark should open up and start
displaying all the captured packets in the channel.
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Release Release
Number Date Release Notes
01 20/03/2025 Initial release
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Morse Micro makes no warranty, representation, or guarantee regarding
the information contained herein or the suitability of its products and
services for any particular purpose, nor does Morse Micro assume any
liability whatsoever arising out of the application or use of any product or
circuit. The products sold hereunder and any other products sold by Morse
Micro have been subject to limited testing and should not be used in
conjunction with mission-critical equipment or applications. Any
performance specifications are believed to be reliable but are not verified,
and Buyer must conduct and complete all performance and other testing of
the products, alone and together with, or installed in, any end-products.
Buyer shall not rely on any data and performance specifications or
parameters provided by Morse Micro. It is the Buyer's responsibility to
independently determine suitability of any products and to test and verify
the same. The information provided by Morse Micro hereunder is provided
“as is, where is” and with all faults, and the entire risk associated with such
information is entirely with the Buyer. Morse Micro does not grant, explicitly
or implicitly, to any party any patent rights, licenses, or any other IP rights,
whether with regard to such information itself or anything described by
such information. Information provided in this document is proprietary to
Morse Micro, and Morse Micro reserves the right to make any changes to
the information in this document or to any products and services at any time
without notice.

About Morse Micro

Morse Micro is a leading Wi-Fi HalLow fabless semiconductor company
based in Sydney, with global offices. As the world's premier Wi-Fi HalLow
company, we pioneer next-gen loT wireless connectivity solutions. Morse
Micro is now sampling its Wi-Fi CERTIFIED HaLow MMé108 production
silicon: the fastest, smallest, lowest power and longest-range Wi-Fi HalLow
chip available in the market.
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