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1 Introduction

This user guide demonstrates how to get started with embedded development using the
MM-loT CMSIS-pack.

A CMSIS-Pack is a way to add support for software components, device parameters, and
EVB support that can be used in ARM projects across a range of IDEs. In this document
STM32CubelDE is the focus, and CMSIS pack is used to add support for HaLow in Cube IDE
based projects.

MM-loT CMSIS-Pack a rebundled version of the Morse Micro loT-SDK for embedded
devices. Further details of the APls and examples contained in the 10T-SDK can be found at
(https://github.com/MorseMicro/mm-iot-sdk).

Note well: This guide has been written for STM32CubelDE v 1.18.0. From STM32Cube
v2.0.0 onwards, ST have changed their tooling to separate the IDE from the STM32CubeMX
code generation tool. The steps in this guide still apply, but you should perform the
CMSIS-pack installation, and code generation / IOC file editing with the STM32CubeMX
tool directly (instead of having it bundled into the IDE).
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2 Installing STM32CubelDE

First, install STM32Cube IDE on your machine. To do so, you need to download the latest
version from https://www.st.com/en/development-tools/stm32cubeide.html which results in
a zip file. At the time of writing this document, v1.18.0 was the latest version. First unzip the
downloaded file using any compression tool:

ThisPC » OS(C) » setup stm32cube > Search setup_stm32cube

& Extractall

Name . Date modified

B VorseMicro. MM

i_ﬂ er st-stm3?rubeide 1.78.0 24413 20250227 1
~ Open
Open in new tab
Open in new window
Add to Favorites
Open with Code

Extract All...

T-Zip 2 Open archive
Pin to Start Open archive

Edit with Notepad++ Extract files...
Scan with Microsoft Defender... Extract Here

After decompression, You will obtain the installation file:

0S5 (C) > setup stm32cube

Date modified

5 10:45 AM

B <t-stm32cubeide 1.18.0 24413 20250227

Double-click the installation file to open the setup and follow the steps to install
STM32CubelDE:
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IDE, STMicroelectronics 5TM32CubelDE

r Welcome to the STMicroelectronics
Y/ STM32CubelDE Wizard
life.augmentad

Setup will guide you through the installation of
STMicroelectronics STM32CubeIDE.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Mext to continue.,

IDE STMicroelectronics STM32CubelDE

License Agreement
Please review the license terms before installing
STMicroelectronics STM32CubeIDE.

Press Page Down to see the rest of the agreement.

STMicroelectronics Software License Agreement
SLAOD43 Rev4March 2018 |

BY IMSTALLING COPYING, DOWNLOADING, ACCESSIMNG OR OTHERWISE LISIMNG THIS
SOFTVWARE PACKAGE OR ANY PART THEREOF (AMD THE RELATED DOCUMEMNTATION)
FROM STMICROELECTR.OMICS INTERMATIOMAL M.V, SWISS BRANCH AMD/OR. ITS
AFFILIATED COMPANIES (STMICROELECTRONICS), THE RECIPIENT, OM BEHALF OF
HIMSELF OR HERSELF, OR OM BEHALF OF ANY ENTITY BY WHICH SUCH RECIPIENT IS

EMPLOYED AMD/fOR ENGAGED AGREES TO BE BOUND BY THIS SOFTWARE PACKAGE
LICEMSE AGREEMENT.

If you accept the terms of the agreement, dick I Agree to continue. Yoy must accept the
agreement to install STMicroelectronics STM32CubeIDE.,

<onc carel

Select any location to install and click Next(preferably leave it at default path) :
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IBE STMicroelectronics STM32CubelDE

Choose Install Location
Choose the folder in which to install STMicroelectronics
STM32CubelDE.

Setup will install STMicroelectronics STM32CubelDE in the following folder. To install in a
different folder, dick Browse and select another folder. Clidk Next to continue.

Destination Folder

C:\STYSTM32CubelDE _1.18.0 Browse...

Space required: 3.5 GB
Space available: 1016.1 GB

Leave both components checked and click Install:

IDE STMicroelectronics 5STM32CubelDE

Choose Components
Choose which features of STMicroelectronics STM32CubeIDE yaou
want to install.

Chedk the companents you want to install and unchedk the components you don't want to
install. Click Install to start the installation.

Select components to install: SEGGER JLink drivers Des.c.rlptun
Position your mouse

ST-LINK drivers over a component ko
see jts descripkion,

Space required: 2.9 GB

< Back Install Cancel

Wait for the installation to finish:
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IDE STMicroelectronics STM22CubelDE

Installing

Please wait while STMicroelectranics STM32CubelDE is being
installed.

Extract: STM32F407I(E-G)Hx. xml

Extract: STM32F40 1R({D-E)JTx.xml, .. 100%:
Extract: STM32F40 1%(B-C)Hx.xml... 100%
Extract: STM32F40 1V{B-C)Tx.xml,.. 100%
Extract: STM32F40 1%(D-E)Hx. xml... 100%%
Extract: STM32F40 1V{D-E)Tx.xml... 100%
Extract: STM32F4050(E-G)Yx. xml... 100%
Extract: STM32F405RGTx. xml... 100%
Extract: STM32F405VGTx. xml, .. 100%
Extract: STM32F405ZGTx. xml... 100%

< Back Mext = Cancel

After the installation finishes, click on Next:

IE STMicroelectronics STM32CubelDE

Installation Complete
Setup was completed successfully.

Completed

Extract: eddight_tabstyle.css... 100%

Extract: eqHight_tabstyle_preview.css,,. 100%:
Output folder: C:AST'\STM3I2CubelDE_1. 18, 0\STM32CubelDE yreadme

Extract: readme_edipse.html... 100%

Output folder: C:\ST'STM32CubelDE_1.18.0

Output folder: C:AST\STM32CubeIDE_1, 18,0\ TM32CubeIDE

Created uninstaller: C:\ST\STM32CubeIDE_1. 18.0VSTM32CubelDE Wninstall. exe

Create folder: C:\ProgramDataMicrosoftWindows\Start Menu'ProgramsSTMicroele. ..
Create shortcut: Ci'\ProgramDataMicrosoft\Windows\Start Menu'Programs\STMicroe. .. I
Completed

< Back Cancel
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And click on Finish to close the installation window:

IDE STMicroelectronics STM32CubelDE

Completing STMicroelectronics
"[ STM32CubelDE Setup
life.augmented

STMicroelectronics STM32CubeIDE has been installed on
your computer,

Click Finish to dose Setup.

B Create desktop shortout

< Back Cancel
3 Starting STM32CubelDE

Open the STM32CubelDE by double clicking on its icon:
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A dialog will open to ask for the workspace directory. Leave the default value and click
Launch:

IBE STM32CubelDE Launcher

Select a directory as workspace
STM32CubelDE uses the workspace directory to store its preferences and development artifacts.

E C:\Users\MiIadMohtasharnirad\STMﬂ?_CubeIDE\workspace_'l.13.(1 | Browse..

("] Use this as the default and do not ask again

After loading, it might show you the Features Usage Statistics Agreement. Click OK to close
it:
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tart a project
Welcome to STM32CubelDE @ s T
% What's new x n u

Help STMicroelectronics improve its products.

ST int N.V (as data controller) collects and uses anonymous features usage statistics (directly or by ST affiliates) when you use the application for the

purpose of continuo ng the application

You can the colle your features usage statistics when y 32 Tools
preferences via the menu

Window > Preferences > STM32Cube >End User Agreements

For details p

STM32CubeMon-UCFD
@ sTM22CubeProg

o000
- | Quick links

NOTE: You need to login with your account on STM32Cubel DE to be able to download the
required packages for your projects. If you haven't already logged in, from Help ->
STM32Cube Updates select Connection to myST :

Project  Run
E - ® | Information Center - ) = -» i

Video tutorials

Help Contents
bearch

how Context Help

ow Active Keybindings... Ctrl+Shift+L

ps and Tricks...
eat Sheets...

Edlipse User Storage
Cleck for Updates
Il Mew Software...

5TM32Cube updates > €] Connectionto myST

Cenfiguration Tool » m Check for Target Selector Device Database Updates
ST-LINK Upgrade E Check for Embedded Software Packages Updates
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And click Enter myST account information on the following dialog:

IDE Connection to myST

oject configuration and code generation.

CubelDE with the clear button.

Enter myST account information

Now you need to enter your Email and Password to login:

M User Authentication Dialog

Already registered? New user?
Enter your e-mail address and password to login your myST brings you a set of personalized
myST user. features:

. o Participate to ST Events
E-mail address

o Stay informed with ST eNewsletters
o Get help with 3T Online Support

o Discuss on the ST Community

Password o Benefit from our Online Design Tools
o Download Software
-
o Order free samples &
L
Remember me on this computer. o Manage your weekly product updates E
o Buy ST Preducts & Tools -
Create Account
Forgot password? -

If your credentials are correct, the dialog will close and your account will stay active on
STM32CubelDE until you remove your account from it.
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4 Installing Morse Micro CMSIS-Pack

If you haven't already downloaded Morse Micro CMSIS-Pack, you can download it from:
https://github.com/MorseMicro/mm-iot-cmsis/releases

After Starting STM32CubelDE, From Help menu, click on Manage Embedded Software
Packages :

nformation Center

ideo tutorials

elp Contents
arch

SRow Context Help

Shipw Active Keybindings... Ctrl+5Shift+L
and Tricks...
Chdat Sheets...

Eclidse User Storage
Chedk for Updates
Instalj Mew Software...

STM32Cube updates

b Configuration Tocl 2 .. Manage Embedded Software Package

ST-LINK Upgrade E Target Device Docs and Resources

[ About STM32CubelDE
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From the new window, click From Local ... button:

MK Embedded Software Packages Manager

I E STM32Cube MCU Packages and embedded software packs releases

Releases Information was last refreshed less than one hour ago.

TM32Cube M

Installed Version | Available Version

»  STM32C0
»  STM32F0
> STM32F1
Details

L

Navigate to the place that Morse Micro CMSIS-Pack is downloaded and select the package
and click Open:

MK Select a STM32Cube Package File

Look In |_' setup_stm32cube V| = m B8 88 &=

=0 en st-stm32cubeide_1.15.1_21094 20240412 1041 _x86_64 exe zip

N M0rseMicro.MM_InT.Z.S_E_pack4—

File Name |I‘u"|0rseMich_MM_IDT_E_E_E_pack |
| |
Files of Types |STM3QCube Packages File (".zip, *.pack])

v]

Cancel

Read the License Agreement and select “I have read, and | agree ...” and click Finish:
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MX Licensing Agreement

MorseMicro MM _loT 1.5.1 License Agreement

Please read and accept the following agreement carefully to finish the installation:

Lpache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REFRODUCTICN, AND DISTRIBUTICN

1. Definitions.

"License™ shall mean the terms and conditions for use, reproduction, and

distribution as defined by Sections 1 through 9 of this document.

"Licensor™ shall mean the copvright owner or entitw authorized bwv the

(® | have read, and | agree to the terms of this license agreement ‘_
O | do not accept the terms of this license agreement

Now you should be able to see the MM_loT package name. Under MorseMicro tab. Click
Close to close package manager:
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M¥| Embedded Software Packages Manager

i E STM32Cube MCU Packages and embedded software packs releases

Releases Information was last refreshed less than one hour ago.

-_ Available Version

> MM_loT

Details

5 Trying HaLow_example in
STM32CubelDE

After installing Morse Micro CMSIS-Pack, you can open the example that is shipped with the
pack. To open the example, from File menu, click on Open Projects from File System...

IBE 5TM32CubelDE - STM32CubelDE

FileS Edit Source  Refactor MNawvigate  Search  Project  Run Windo

Alt+Shift+N > & e

Ope

€ E Open Projects from File 5],rsterr1)
£ >
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From the Import Project windows, click on Directories:

IBE Import Projects from File System or Archive

Import Projects from File System or Archive

This wizard analyzes the conten rour folder or archive file to find cts and import them in the IDE.

And Navigate to the place that the STM32 packages are installed into. In windows it would
be

C:AUsers\USER_NAME\STM32Cube\Repository\Packs\MorseMicro\MM_loT\2.5.0\Hal.ow
_example_spi

/home/USER_NAME/STM32Cube/Repository/Packs/MorseMicro/MM_loT/2.5.1/Halow_e
xample_spi

(Or HaLow_example_sdio depending on your EKHO5 resistor configuration) And click on
Select Folder:

IDE Browse for Folder
&« 3 v B8 < Packs » MorseMicro » MM_loT » 1.5.1 » Halow_example_spi

Organize v MNew folder
MName . Date modified Type
- R 8 Core File folder

> BN Network

Folder: | HaLow_example_spi

Select Folder
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B B W c ¢

At ore ocbug orvers st lolow Wddew Wl sanuss  svamses
£ e e o ke o
ot e elains i

Then select Finish:
IDE Import Projects from File System or Archive

Import Projects from File System or Archive

This wi tent r f ive file to fin | i them in the IDE.

Import source:

1 of 1 selected

e W i 12

jects upon completion

+ Search for nested p

~+ Detect and configure project natures
Working sets

B Add pre

€n projects

In order to see the project file tree, close the Information Center tab and click on restore

icon on the left toolbar:
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I0E 5TM32CubelDE - STM32CubelDE

File Edit Source  Refactor Mavigate  Search

= B® A& BRiUSinidh

i Information Center >

& sma2cubeiDE Hoine

a project

Expand Halow_example_spi project and double click on HaLow_example_spi.ioc to open cube
configuration for the example project:

IBE STM32Cube|DE - STM32CubelDE
File  Edit Source  Refactor Mavigate Search  Project  Run  Wind
‘m H® N BRivwin BE ©

g o
B Project Explorer ESY : = 8

Normally you'll encounter a warning about the old version of the ioc file. You can choose
either Continue or Migrate:

18 | morsemicro.com



IDE MNew STM32Cube firmware version available

x This f 32C 6.11.0 usi Cube FW_U5¥1.5.0.
ﬂ STM32CubeM

There are two options to proceed:
fligrate: Migrat ject using the current STM32CubeMX version (6.13.0) and
Cube FW_U5 V1

- Contin ontinue to s ompatible with the old STM32CubeMX version 6.11.0
and STM32Cube FW_U5 \

If it's the first time that you are opening this project STM32CubeMx will start to download
some packages that are needed for the example project:

M¥ Downloading selected software packages

Unzip File : stm32cube_db_v60110.zip

Download and Unzip selected Files

OK Cancel

4

In case it asks for downloading more packages, select Download now to download required
packages:

Additional software Manager Settings

Warning the CMSIS-Pack - STMicroelectronics X-CUBE-FREERTOS.1.2.0 is not present on the repository or user disk

[

During the download and installation of the packages, it might ask you to agree with Terms
and conditions a couple of times. Please Agree with all the terms and conditions and click
Finish.
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Now you should be able to see the cubeMx window. From Project menu, click on Generate
Code:

ool - 5STM32CubelDE

Project

Build All

Build Configurations >
Build Project

Build Working Set >
Clean...

Build Automatically £ Pinou

Build Targets >

C/C++ Index Device Configuration Tool Code Generation i T §
E Generate Report iaq 8

'y Generate Code

Connectivity >
Multimedia >
Security >
Computing >
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Probably it will start to download more packages:

> § §
w ] =
- E w ':’| I g ] = E|
58 33 g g Bgwt g
> - = =0 = 3 o R | @
B ggz & BE BEEE S
L B S S
CAM_REZET
CAM_PID N
>
DCMLD+
DEMI_DE 4| DEBUG_JTM=-ZWDR
) DEMI_D7

SPARE_GFEI_PAT1

b MM_DEEUG_1

#7™  Device Configuration Tool Updating Code... = E::i:'mm

| |
W,

nCML_DZ

DEMI_D1
L, vcmi_oo

b SPARE GFEI_FDIS
L, RzE_LED B

L roE_LED &
RAGE_LED_R
SPARE_GFO_FD11

MX Downloading selected software packages L emp DLk
DCMI_HZY D

Download File stm32cube_fw _u5 v150.zip
- 31.7 MBytes / 306.0 MBytes ( 03m 58s left ) ‘

Download and Unzip selected Files

0K Cancel

() U =) M ¥ [ Ol
In case it shows license agreement dialog again, agree and click finish.

Now you can build and run the example. Connect the EKHO5 board to your PC (using the
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USB micro connector on ST-Link module):

CAMERA

Refactor  Mawigate  Search  Project  Run
“ Rivdw 3 B |
ESY : =0

_FLASH.Id

Finished building: Halow_example spi.list
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IBE Edit Configuration

Edit launch configuration properties

Mame: Halow_example_spi
B Main
Project:
example_spi
+ Application:
Debug/Halow_example_spi.elf Search Project... Workspace... Browse...
Build (if required) before launching

elect Automnatically

@ Enable auto build isable auto build

* Use workspace settings

T .

When you run the example for the first time, STM32CubelDE will show you the Edit
Configuration dialog to select the debugger. Leave everything with default settings and click
OK:

You can see the programmers log. When it finishes programming successfully, you'll see the
success output:
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oad complete
Time elapsed during download operation: ©@:80:88.685

Verifying ...

[

Download verified su

Shutting down...

Now your EKHO5 is running the IPerf program.

The following sections show how to connect to the serial port in Windows and Linux

Windows

Open aserial port on the USB COM port of the ST-Link of the EKHO5 with 115200
baudrate, no hardware flow control, no parity and 1 stop bit. You can find the correct COMx
number from device manager:

> ! ILMNET UEVILES
» @ Portable Devices
~ i3 Ports (COM & LPT)
—’ ﬁ STMicroelectronics STLink Virtual COM Port (CORM4)
i USB Serial Port (COM12)
i USB Serial Port (COM13)
i USB Serial Port (COM14)

& USE Serial Port (COM13)

You can use any serial terminal application. Here we are using PuT Ty. After opening the serial
port, press the STM RESET button on the board to restart the program. It will connect to
your AP and you can try the throughput but running the commands that is shown in the
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terminal:

Linux

In Linux you can find the correct ttyACMx number from device manager(/dev). Example:
/dev/ttyACMO

Use minicom/putty to open a serial port on the USB COM port of the ST-Link of the EKHO5
with 115200 baudrate, no hardware flow control, no parity and 1 stop bit.

Minicom:

25 | morsemicro.com



26 | morsemicro.com



6 Changing Example Configuration

In order to change configurations such as country, SSID and password, Open the configs.c
from project tree:

r- Project Explorer

hase_tim.c

=

You'll be able to change all the configurations in this file:

B configs.c
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7 Custom BCF File

If you want to use a custom bcf mbin file, first you need to convert the mbinfileintoac
source file that contains bcf data. To do so run the following command:

$ xxd -i bef_custom.mbin > bef_custom.c

That will create a c file containing an unsigned char array and an unsigned int variable. In the
example above they will be:

unsigned char bcf_custom_mbin(]

unsigned int bcf_custom_mbin_len;

You need to replace the selected BCF in main.h with the newly generated one:

*main.h
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8 Build and run other example apps

In MM-loT CMSIS-Pack, the examples are provided as a software component with several
variants.

Note: All the example variants in MM-loT CMSIS-Pack (except EKHO5-Demo example) are
replicates of MM-loT-SDK examples. To find more information on how to use a particular
example, please refer to the “Example Applications” section of MM-1oT-SDK located at each
release (https://github.com/MorseMicro/mm-iot-sdk/releases).

To build and run other examples, open HaLow_example.ioc file and open Software Packs
Component Selector dialog from Pinout & Configuration -> Software Packs -> Select
Components drop down menu:

RO Wil

MY Halow_example_spiioc X

HaLow_example_spi.ioc - Pinout & Configuration

A0 iCE Pin

B DETRREEE 5 i sotvars comparent ot
System Core >
Analog >
Timers >

Connectivity by

L' TR PSS A
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Expand MorseMicro.MM_loT component and select the desired example variant and click

ok:
~ MorseMicro.MM_loT <fmm— @ 15.1
> MM IoT MM_IoT 264
> AWS AWS-libraries 1.3.0
» FreeRTOS-Libs FreeRTOS-libraries 1.3.0
MM 0T Example 15.1 EKHO05De... ~
» RealThread X-CUBE-RT-Thread_MNano 41114 porting_assista
> SEGGER.-CUBE-emb0S 1310 @ [0
wnm_sleep
> trormi i0E 2028~ |aws jot
5 tromi ﬁE 320M MQTT Demo
) . SSL client
> STMicroelectronics. FP-SNS-FL 5100 ~vleiog
» STMicroelectronics. FP-SNS-MOTENV {0t 500M EKH05-Demo
> STMicroelectronics FP-SNS-MOTENVWE1 (ENJCR Instal |
> STMicroelectronics.FP-SNS-SMARTAG2 120

NOTE: Each example needs its own components. If you see a yellow warning sign in the
Status column, it’s because you need to select the dependency as well. The missing
dependencies are displayed by selecting the warning icon.
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Common pitfall - Unnecessary components selected

When you change the chosen example application, the CMSIS tooling does not automatically
select or deselect other components. For example, if changing from the EKHO5-Demo
example to the iperf example many components remain selected, but they will not compile as
part of the “new” example. For example, seeing errors with mbedtls x509_crt is common:

s . Iy R TR R P PR U Len

In file includ:d from . fﬂlddlewaresl‘Thlrd Party;’l‘lorsel‘llcro HH IuT MM IcT{mmaglc/agentf’core{mmaglc core_ utlls h 8,
from ../Middlewares/Third_Party/MorseMicro_MM_IoT_MM_IcT/mmagic/agent/core/mmagic_core_ip.c:16:
.« /Middlewares/Third_Party/MorseMicro_FreeRT0S-Libs_FreeRT0S-libraries/freertos-libs-common/include/transport_interface.h:
266 | mbedtls x589 _crt_profile certProfile; Jf*x< Certificate security profile for this connection. */

|
../Middlewares/Third_Party/MorseMicro_FreeRTOS-Libs_FreeRT0S-libraries/freertos-libs-common/include/transport_interface.h:

267 | mbedt1s_x509_crt rootCa; J*#¥< Root CA certificate context. #/

B e

268 | mbedt1s_x509_crt clientCert; J#¥< (Client certificate context. */
P st st s s i
Te il dmelidad £eam AL AAY ;i imwmmm I Thied MNacdki Maccabli cren CoaaflTNC | ihe CoaalRTNC Tihenedine foncaMATT fcniemea fdmeloda femea

266:5:

267:51

|
.. /Middlewares/Third_Party/MorseMicro_FreeRT0S-Libs_FreeRT0S-1libraries/freertos-1libs-common/include/transport_interface.h:268:5: 1

[P

To resolve this issue you must remove unused components. If you do not know which

components to remove, we recommend you:

1. Remove all components under the “MorseMicro.MM-1oT” pack
2. Use the yellow warnings to guide selecting all necessary components.
This may require several passes to get all dependencies enabled.

Packs

> ITTIA_DB.I-CUBE-ITTIADB
> Infineon.AIROC-Wi-Fi-Bluetooth-STM32

warning signs

~ MorseMicro.MM_loT 8
~ MM_loT MM_loT 2.10.3

Make selections for

dependencies.

=% 6 > i
Pack / Bundle / Component !‘Eﬂﬂ—Es |
> Avnet-lotConnect.X-CUBE-1oTC-DA16k-PMOD 0.0 & | Install ] ' |
> Cesanta.l-CUBE-Mongoose 7.2008 v m
> EmbeddedOffice.I-CUBE-FS-RTOS 1018 | install | Find and click

morselib 2.10.3 O
MMx108-template
mmconfig 2.10.3 m}
mmregdb 2.10.3 (]
mm_app_common 2.10.3 m]
Component dependencies
~ MM_loT Example m
~ Requires: component class MM_IoT, group mm_app_common Missing

~ Solutions in MorseMicro.MM_IoT.1.8.1-dev: I
Component mm._app.common missing <_  Eaxrrs

~ Requires: component class MM_loT, group morselib Missing
~ Solutions in MorseMicro.MM_loT.1.8.1-dev:
Component morselib

NB: We recommend choosing mmLwIP over FreeRTOS-Plus-TCP, but both are supported as
dependencies to mmipal. FreeRTOS-Plus-TCP will be deprecated in the next SDK release.
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Common pitfall - CMSIS bundle deselected

If you have previously had all of the subcomponents from the “AWS AWS-Libraries” or
“FreeRTOS-Libs FreeRTOS-libraries” bundles deselected then CubeMX will automatically
deselect the bundle too. If you then switch back to enabling the subcomponents, CubeMX
does not automatically re-select the bundle.

Some common build errors for this situation are:

Toresolve thisissue,

Failing to find shadow_device_task.h-this likely means that the “AWS
AWS-libraries” bundle is not selected.

arm-none-eabl-gcc “../Middlewares/Ihird_Party/MorseMicro_FreeR105-L1bs_FreeRI0S-Ll1braries/mgtt-agent-task/mgtt_agent_task.c" -mcpu=cortex-mi3 -s°
arm-none-eabi-gcc "../Middlewares/Third_Party/MorseMicro_FreeRT0S-Libs_FreeRT0S-libraries/freertos=libs—common/sntp_client=lwip.c" =mcpu=cortex=r
««./Middlewares/Third_Party/MorseMicro MM _IoT/Example/aws_iot/aws_iot.c:514:10: fatal error: shadow_device task.h: Ne such file or directory
514 | #include "shadow_device_task.h"
| B
compilation terminated.
T E———
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Failingtofindmgtt_agent_task.h -this likely means that the “FreeRTOS-Libs
FreeRTOS-libraries” bundle is not selected.

arm-none-eabi-gcc "../Middlewares/Third Party/FreeRT0S/Source/portable/GCC/ARM CM33 NTZ/non secure/port.c” -mcpu=cortex-m33 -std=gnull -g3 ~DDEBUC
../Middlewares/Third_Party/MorseMicro_MM_IoT/Example/aws_iot/aws_iot.c:512:108: fatal error: mgtt_agent_task.h: No such file or directory

arm=none-eabi-gcc .. /Middlewares/Third_Party/FreeRT0S/Source/portable/GCC/ARM_CM33_NTZ/non_secure/portasm.c” -mcpu=cortex-m33 -std=gnull -g3 -DDE
512 | #include "mgtt_agent_task.h"
[ptee

R P .

compilation terminated.

-
sTM32 U File Window Help
CubeMX

LPBAM Scenario &

HaLow_example_sdio.ioc - Pinout & Configuration

ensure that all items in Pinout & Configuration Clock Configuration Project Manage

the Categories >
Middleware and

v Software Packs v Pinout

Q 5% MorseMicro.MM_loT.1.8.1-dev Mode and Configuration :

. >
Computing MM loT Example

AWS AWS-libraries

-

May be deselected
SO f tWa r e Pa C k S > Middleware and Software Packs \ v MM IoT MM loT /

MM_TIoT option are
selected. After selecting
the bundle, ensure you
“Generate code” to add
source and components
to the project, then clean
and rebuild the project.

@

FreeRTOS-Libs FreeRTOS-libraries

Configuration

Varning: This peripheral has no parameters to be configt

EEEEEEEEEEEE

[

i

< EEEE

@THREADX
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9 Switching a project between MM6108
and MM8108

The Morse Micro library binary (libmorse.a) provided with the CMSIS pack 1.8.0+ supports
both MM6108 and MM8108 chips. The chip targeted is controlled by the MM_CHIP
definition included in main.h.

To change the chip used by a project, edit the file to specify the required chip:

B |1g STM32USBSVITXQ_RAM.Id
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#define BCF DATA 3V3 |FN

[ Project Explorer X BE%S T &8 = 0 |[§minh X
« [ HaLow_example_sdio T WUETIHE S L_UMM_rENLTT (UPUNA LT
» ) - 68 #define SPI_RX_DMA_CHANNEL (LL_DMA_CHANMEL_14)
> 3 Binaries 69 #define SPI_TX_DMA_CHANNEL (LL_DMA_CHANNEL_15)
> (]l Includes 70
> (2 BlueNRG-2 71 #define WLAN_SDMMC SDMMC2
+ Ecore 72 #define WLAN_SDMMC_IRQ SDMMC2_TRQn
Soine 73 #define WLAN_SDMMC_IRQHandler  SDMMC2_IRQHandler
v 74
> [H app_freertos.h 75 #define BUSY_IRQn (EXTI5_IRQn)
> [H custom_bus.h 76 #define BUSY_IRQ_LINE (LL_EXTI_LINE_5)
> [B custom_confh ;é #define BUSY_IRO_HANDLER  EXTIS_IRQHandler
> [ custom_ermo.h 79 #define LOG_USART (LPUART1)
> | FreeRTOSConfig 80 #define LOG_USART_IRQ (LPUART1_IRQn)
> |5 main.h 81 #define LOG_USART_IRQ_HANDLER  LPUART1_IRQHandler
> [B RTE_Components.h 82
> [R stm32_assert.h 83 /x LOG_USART RX GPIO is used as deep sleep one-shot interrupt */
> [ stm32use_hal_conth 54 #define LOG_USART_RX_IRQn (EXTIA_IRQn)
“_ - . 85 #define LOG_USART_RX_IRQ_LINE (LL_EXTI_LINE @)
> [B stm32uSxx_ith 86 #define LOG_USART_RX_IRQ_HANDLER EXTIO_IRQHandler
> [=Src 87 #define LOG_USART_RX_EXTI_Port (LL_EXTI_EXTI_PORTC)
> (= Startup gg #define LOG_USART_RX_EXTI Line (LL_EXTI_EXTI_LINE®)
> [ Dri .
S gM;:”I'ST 90 #define MMG1e8 1
o 91 #define MMB108 2
> (2 Middlewares 92
> [=Debug 932 /+ Define MM_CHIP as either:
v (= BSP-EKHOE 94 % #define MM_CHIP MM61@8
> (E>components gg :x#deflne MM_CHIP MMB103
S| Abstract. tt 97 #define MM_CHIP MMB108
Halow_example_sdio.ioc a8
HaLow_example_sdic.launch 99 #if (MM_CHIP == MM6108)
5 STM3ZUSBEVITXQ_FLASH.Id 100 #define BCF_VFEM_THRESHOLD 9500
101 #define BCF_DATA_3V3 bef_aw_hm593

bef aw hms93 len



10 Create a new HalLow project in CubelDE

This section provides a walkthrough for creating a new project in STM32CubelDE for
STM32U585VITé6 target that is presented on EKHOS .

A high level overview of the code components of the project that we're going to createis as
follows:

Core Middlewares
Example component (HW initialization) FreeRTOS
MM-loT
(porting assistant or Morselib, LwlP, ...,
iperf or ping or ...) Driver Hardware Shim
(STM32 HAL)

Most of this section will be explaining how to prepare the Core code that initializes the
hardware peripherals.

Open STM32 Project dialog from File->New->STM32 Project :

IDE workspace_1.18.0 - STM32CubelDE

Flle Edit Source  Refactor Mavigate  Search  Project  Run Window  Help

Mew Alt+Shift+N > 5% Makefile Project with Existing Code
Open File... €] C/C++ Project
[} Open Projects from File System... 5TM32 Project
Recent Files » 5TM32 Project from an Existing 5TM32CubeMX Cenfiguration File (ioc)

]

STM32 CMake Project
10¢| j
)

Project...
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Select the desired component by searching in Commercial Part Number (Here we select
STM32U585VITé ) and click next:
Target Selection

ct STh

MCU/MPU Selector
+MCU/MPU Filters

@ E:;' O F... Block D... Docs & Res... CAD Res... |j Dat... ..

. P ——
Commercial GUSSSVITGO) V| STM32U5 Series
Part Mumber kg

Ultra-low-power with FPU Arm

Q | X| + = Cortex-M33 MCU with TrustZone,
SLEEL S SV L] 160 MHz with 2 Mbytes of Flash

~ ' memory

PRODUCT INFO

Unit Price for 10k

Segment (USS): 4.8676 ‘
LQFP 100

Froductis in mass

Series :
production 14i14x1.4 mm

Line
Marketing Status

Price MOs/MPUs List: 2 items ™y Export

Package
LQF... 2048 .. 786 k... 79 160 ...
LQF... 2048 ..786 k... 79 160 ...

Core

Coprocessor

MEMORY

e | |
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Select a name for project and click Finish:

IDE STM32 Project

'_:E't'.IF STh32

Project
Project Ni me: Halow_spi

« Use default locaviun

Options

Targeted Language
s O @C++
Targeted Device Usage

B Enable TrustZone
Targeted Binary Type
* Eyecutable @ Static Library

Targeted Project Type
s 5TM32Cube @ Empty

—
Einish Cancel

This will create the project with only the cubemx file (ioc) in it where you can configure your
peripherals. Open Software Packs Components selector from Pinout & Configuration ->
Software Packs -> Select Components.
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MY Halow_spi.ioc

HalLow_spi.ioc - Pinout & Configuration

Pinout & Configuration Clock Configuration

 Software Packs
& ® Select Components Al-0

_ Manage Software Packs Alt-U -

Then select porting_assistant from MorseMicro.MM_loT -> MM_loT example dropdown.
Porting assistant example application, will run all the necessary hw tests (at the time of
writing this document, except for SPI_IRQ pin interrupt) to make sure that your hardware
and hardware abstraction layer are setup correctly.

Click on the yellow warning sign to highlight the missing components. You can click resolve
to let the cubeMX select the missing components as much as it can.

MX Software Packs Component Selector

= % 06 >
[ Pack/Bundle/Component | Status | _Version ] Selecton | @
> Cesanta.l-CUBE-Mongoose 71308
> EmbeddedOffice.-CUBE-FS-RTOS 101 I
> ITTIA_DB-CUBE-TTIADB 89.01
> Infineen AIROC-Wi-Fi-Blustooth-STM32 161

> MV ToT MM_loT 280

7 AWS AWS-libraries

2 FreeRTOS-Libs FreeRTOS-libraries 13.0

MM_IoT Example O o Goring st D)

> RealThread X-CUBE-RT-Thread_Mano . + st
> SEGGER I-CUBE-embOS 1314 @ install

> STMicroelectronics. FP-ATR-ASTRA1 i 20281 v Install

Component dependencies

~ MM _loT Example
~ Requires: component class MM_loT, group mmutils Missing
~ Solutions in MorseMicro. MM_(oT.0.0.1:
P T BT

You need to do the same for the rest of the components that have missing dependencies.

For morselib choose BSP-EKH05/MMx108/Variant SPI . If you are creating the project for a
new hardware platform, select MM_loT -> MMx6108 -template/\Variant SPI or SDIO and
skip the SPI settings of this chapter and setup your own SPI or SDIO settings. For more
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details about setting your own interface refer to Porting a new platform chapter.
~ MaorseMicro.MM _laT 0.01

Q LM _loT MM _loT 2.8.0

\ morselib 238.0 MME108 v

MMx108-template Mot selected ~
mmconfig Mot selected
mm_app_commaon <l

mamaimal 7an m

For mmipal, select mmpktmem/Variant static and mmLwlIP. And close the components
dialog.

Proceed to configure the required pinouts and peripherals.

Here, we start from the easiest |Os. First select GPIO outputs and add user labels WAKE,
SPI_CS, RESET_N, GPIO_LED_GREEN, GPIO_LED_BLUE , GPIO_LED_RED,
MM_DEBUG_0 and MM_DEBUG_1 to them.

RESET_N PEO
SPI_CS PB4
WAKE PDO
GPIO_LED_GREEN PE/
GPIO_LED_BLUE PES
GPIO_LED_RED PE11
MM_DEBUG_O PA10
MM_DEBUG_1 PA?
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RESET N

USARIT_UE
USART1_RTS

LT
= TN

EVENTOUT

GPIO_EXTI3

PE2

LPGPIO_Input
LPGPIO_Output

L

=t
[in]
(W

L CLff = ff Coff beff L b=

Select two pins to be GPIO_EXTI and label them as SPI_IRQ and BUSY.

PC12

BUSY

PB5 (EXTI_LINE_5)

SPI_IRQ

PB15 (EXTI_LINE_15)

FD13
FD12
FD11
FD10
FD3

FDB

FB15

FB14

SLIVIVILL LY
SPI12_MOSI
TIM15_CH2
TIMA_CH3M
TIME_CH3M
LUCPD1_CC2
GPIO_Input
GPIO_Output

GPIO_Analog

QT

Select 3 SPI pins and label them SPI_MOSI, SPI_MISO and SPI_SCK:
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SPI_MOSI
_MISO
_SCK

SPI
SPI

In Clock Configuration set the system clock (HCLK) to 160 MHz and press enter and let the
CubeMX finds the best clock configuration for that frequency:

Pinout & Configuration Clock Configuration

a ) Resalve
System Clock Mux APB2 Prescaler
MSIS < IT "
» O
HSI AHB Prescaler
» O
HSEr 160 7 N . APB3 Prescaler
O ~ T
PLLCLK SYSCLK (MHz) -
®
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Now enable your SPI peripheral as full-duplex master, 8bits 50MHz or lower, Low Clock
polarity and 1 edge Clock phase and NSSP Mode Disabled:

Cl| V| H SPI12 Mode and Caonfiguration

Categories

N

ode |Full-Duplex Master
ardware NS5 Signal |Disable V|

Timers b

Connectivity d

FOCANA
FMC
12C1
|2C2
12C3
[2C4

LPUART
OCTOSPN

~ Basic Parameter
Frame Far

t Maotorola
Data Size ?.B Bits
First Bit B First

UART4 ~ Clock Parameters

LUARTS Prescaler (for Bau
@ UCPDA Baud Rate
USART1 Clock Polarity (C... Lom
USART2 Clock Phase (CP... 1 Edge
USART3 ~ Autonomous Mode
USB OTG FS .
- - State Disable
~ CRC Parameters
) ] CRC Calculation Disabled
Multimedia g ~ Advanced Parameters
Securty : NSSP Mode

NS5 Signal Type  Software
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And set the SPI GPIOs’ speed to very high:
I

v]

[OF | G

System Core hd |Gr0up By Peripherals

-

CORTEX_M33
DCACHE1

[ Show only Modified Pins

JFastM_User L_Modifed|

2 _Vdlaximum

m |GPI0__

PD1 SPI2_. S I Altemat No pull-. nia
LPDMA1 PD3 SPI2_... nia n.’a n.’a Alternat... No pull- nfa
v NVIC PD4 SPI2_... nia nia n/a Alternat... Mo pull-_. nfa
RAMCFG
RCC
v SYS GPIO mode |attemate Funciin Push Pull ]
TSC
WWDG GPIO Pull-up/Pull-down |N0 puII-upﬁd no pull-down V|
7

P —
Maximum output speed Very High) V|
Analog > A

Enable a UART port for logs:

Q_ & LPUART1 Mode and Configuration :
Categories | A

ode Asynchrnnnua V|
—

Analog ’ Hargware Flow Control (RS232) [Disable v |
Timers
Connectivity

FDCAN1

FMC

12C1 @ PFarameter Settings

12Cc2

12C3

12C4

~ Basic Parameters

lQLF'U_____ﬁf_Tj Baud Rate T15200 Bits/s

L oF . o . .

0CTOSP|2 L“u’or:d Length i Bits (including Parity)

When enabling the UART make sure to label the pins as LOG_USART_RX and
LOG_USART_TX.

LOG_USART RX
LOG_USART TX
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Enable MM-loT components from MM-loT

@ MorseMicro MM _loT_1.5.1 Mode and Configuration :
Mode
MM loT Example
M JoT MM 1ot
& N _loT
THREADX ]
Enable CMSIS RTOS2 from X-CUBE-FREERTOS
Pinout & Configuration Clock Configuration
v Software Packs
Q| V| S | STMicroelectronics X-CUBE-FREERTOS.1.2.0 Mode and Configuration :

®
@ X-CUBE-FREERTOS CMSIS RTOS2

And set the the parameters as follow:

ENABLE_FPU Enabled

MINIMAL_STACK_SIZE 256

USE TICKLESS IDLE User defined functionality enabled
TOTAL_HEAP_SIZE 9571024
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From GPIO -> GPIO, select the row for BUSY pin and set it as raising edge interrupt with a
pull down:

Pin Conte__ GF'IO out__|GPIO mode|GPIO Pul Fant Mode Momﬁed

PB4 [N.JT nf Qutput P... Mo pull-u.. L SPI CS

PB5 nfa n."a Non—plml... m"a External |... Pull-down nfa m"a BUSY .

PB15 na nfa Mon-privil... n/a External |... Mo pull-u... nfa na SPI_IRQ

PDO nfa nia nfa Low Output P... Mo pullu... Low nia WAKE

PED nfa nfa nfa Low Output P... Mo pull-u... Low nfa RESET_N
Pin Privilege access |N0n—privileged access V|
GPIO mode |Ex‘[erna| Interrupt Mode with Rising edge trigger detection V|
GPIO Pull-up/Pull-down PPull-down ~|
User Label BusY |

And select the row for SPI-IRQ pin and set it as faIIing edge interrupt:

PEI-rl (NJT m’ Output P... No puII U L SPI CS
PBA n/a nfa Non-prlwl___ n/a External |._. Pull-down nfa nfa BUSY .
PB15 nf/a nfa Mon-privil... nfa External I... Pull-up nfa nfa SPLIRQ
PDO n/a nia nfa Low Output P_.. Mo pull-u... Low nfa WAKE
PEQ n/a n/a nia Low Output P Mo pull-u... Low nia RESET N
Pin Privilege access |Non—prim’|eged access V|
GPIO mode |Externa| Interrupt Mode with Falling edge trigger detection V|
GPIO Pullup/Pull-down lPull-up ~|
User Label ISPI_IRQ |
And enable interrupt for EXTI 5 and 15 from NVIC tab
System Core hd |Grc|up By Peripherals ~ |

® GPIO | @ LPUART © NVIC

CORTEX_M33 NVIC Interrupt Table Enabled [ Preemption Priority

EE:SC:H EXTI Lined interrupt M 5

v GPOMAA1 EXTI Line15 interrupt 5 li]
GPIO
ICACHE

From GPDMA1 -> Mode select Standard Request Mode for channel 15 and 14,
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P P

Mode

System Core o Channel 15 - & Words Internal FIFQ / 2D add Gtandard Request Mode ) ]
. Channel 14 - /2D addre Disable ~
CORTEX_M33 =8 Words Internal FIFO JZD addressing [Disable
DCACHEA . |Linked-List Mode
Lo Channel 12 - 8 Words Internal FIFO / 2D addressm& Tandard Requast Mode
& GPDMA1 Channel 11 - 2 Words Internal FIFO Disable ~

= Channel 10 - 2 Words Intemal FIFO [Disabls ~]
ICACHE
IWDG Channel 9 -2 Words Intemal FIFO |pisable |
LPDMA1 Channal & 2 Miarde Intarnal EIEN) [Micahln |

and then select CH15 tab to setup the channel. Set

the following parameters:

Request

SPI2_TX

Direction

Memory To Peripheral

Source Address Increment After Transfer

Enabled

@ User Constants

@ SECURITY

@ NYIC Settings

sonfigure the below parameters :

Q ' 5
Lt oS

~ Circular configuration

Circular Mode
~ Request Configuration

Request

DMA Handle in IP Structure

Block HVW request protocal
< Channel configuration

Priority

Transaction Mode

Direction
= Source Data Setting

Source Address Increment After Transfer

Data Width

Burst Length

Allocated Port for Transfer
~ Destination Data Setting

Destination Address Increment After Transfer

Mimd o VAR AL
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Disable

SPI2_TX
hdmatx
Single/Burst Level

Low
Mormal
Memory To Peripheral

Enabled
Byte

1

Port 0

[Disabled v

O




select CH14 tab to setup the channel. Set the following parameters:

Request SPI12_RX

Direction Peripheral To Memory
Destination Address Increment After Enabled

Transfer

@ All Channels & SECURITY @ LUser Constants

Configure the below parameters :

Q | (%) () o
~ Circular configuration
Circular Mode Disable
~ Reguest Configuration
Request SPI2 RX
DMA Handle in IP Structure hdmarx
Block HW request protocol Single/Burst Level
~ Channel configuration
Priarity Low
Transaction Mode Mormal
Direction Peripheral To Memory

~ Source Data Setting
Source Address Increment After._. Disabled

Data Width Byte
Burst Length 1
Allocated Port for Transfer Paort 0

~ Destination Data Setting
Destination Address Increment __.
Data Width Byte
Burst Length 1

Enable Random Number Generator from Security -> RNG
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{é}* RMG Mode anc

.

AES

GTZC

HASH

OTFDECH

OTFDEC2

Reset Configuration

-~ . & Parameter Settings

Enable a low power timer with internal clock source and set its prescaler to dividing by 4:

REEEREIESEN @~ 000
W MNVIC -
RAMCEG cgnde Counts internal clock events > W | I

RCC xternal Trigger
[ Channel_1_Active

v SYS

TSC
WWoDG H1 I .'.'.c*:rr“:;:-lnn (7 n=pd nly internal innotfoodont connectinns |
L'onfiguration
Analog Reset Configuration
@ DMA Settings
Timers

& Parame'er Settings
Configure the below parameters :

Y
e oy
|| © o \ o

LPTIM3 v Clock

LPTIM4 Clock Prescaler 1
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Change the LPTIM1 clock source to LSI:

Pinout & Configuration Clock Configuration Project Manager

Resolve Clock lssues

ha)
L~
= To UARTA (MHz)
LPTIM1 Clock Mux
MSIK
—»0)
LS|
To SAIZ (MHz) LPTIM2 Clock Mux > ©®
. >0 0.032 ‘To LPTIM1 (MHz)
> ® LSE
LSl —»{O
(@] ]
T - WA PRALI 1 | .
Enable RTC from Timers and leave everything at default:
Q| V| £} RTC Mode and Configuration :
Categories Mode

ctivate Clock Source

v tEI::.:;; (1 Activate Calendar
LPTIM3 Alarm A |Disable |
Alarn B ||".ict:u"|.:- |
T|M1 =, anfin 21101

Now change the library type for GPIO, LPUART, RTC, LPTIM, SPI and GPDMA to LL from
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Project Manager -> Advanced Settings

Pinout & Configuration Clock Configuration Project Manager

- Diriver Selector

Q|Search (Ctri+F) als
CORTEX_M33 L HAL
PWR HAL
' HAL
GRIO LL
> GFDMA LL
> LPTIM LL
» LPUART LL
RMNG HAL
M arator RTC LL
SP g
«Generated Function Calls
1 SystemC |:|
Advanced Setl:ings ) 2 MX_GPI GPIO |:|
3 MX_GPD... GPDMA1 O
4 MX_LPTI. LPTIMA O
From NVIC -> NVIC, uncheck the tickbox for Force DMA channel interrupts
CORTEX_M33
EE;SC:H Priority Group [# bits for pre-emption priority 0 bits for subpriority ~ | [ Sort by Premption Priority and Sub Priority [ Sort by interrupts name
v cPotual - [Gearoh Cirr ) | ® ® Show m
:SVPE]C; = NVIC Interrupt Table Preemption Priority Uses FreeRTOS functions
A1 MO TMaskable interupt 0 0 O
o : : -

Disable GPDMA1 Channel 15 interrupt Enable LPUART1 and LPTIM1 interrupts and
reduce the LPUART and GPDMA1 Channel 14 priority to 15.
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Q e NVIC Made and Configuration
Categories | &
System Core h ieraon - =
- RCC non-secure global interrupt O 5
CORTEX_M33 EXTI Line5 interrupt 5
DCACHE1 EXTI Line15 interrupt 5
FLASH SPI2 global interrupt 5
v GPDMA1 LPUART1 global interrupt 15
GPIO LPTIM1 global interrupt 5
:&%CGHE GPDMA1 Channel 14 global interrupt 15
LPDMA1 GPDMAT Channel 15 global interrupt O 5
NVIC RNG global interrupt O 5
RAMCFG FPU global interrupt O 5

From NVIC -> Code generation , uncheck IRQ handler generation for peripherals that
we've configured and

v GHIU _
ICACHE @ ' @ Code generation »
IWDG Enabled interrupt table B Sei~* for init sequence ordering Generate Enable in Init Generate IRQ handler
1 UM ITdSRAIE ITILETTUPL L] [I] bl
Hard fault interrupt ™~ O
FG Memory management fault O O
RCC Prefetch fault, memory acce. . O O
v ?;(;S Undefined instruction orilleg... O O
WWDG System semwvice call via SWI__ O | O
Debug manitor O O
Pendable request for syste . O O O
Time base: System tick timer O O [
Analog > R
EXTI Line5 interrupt | O
Timers " EXTI L|ne15.|nterrupt | O
SPI2 global interrupt | O
& LPUARTH global interrupt O O
v LPTIMA LPTIM1 global interrupt O |
LPTIMZ GPDMA1 Channel 14 global .. O O
LPTIM3

Save the project and generate the code from menu Project -> Generate Code.

Open the linker script (STM32U585VITXQ_FLASH.Id), assign a part of the flash memory to the
CONFIG section and add the definition of its boundaries:
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MEMORY

I
L

RAM (Xrw) : ORIGIM (26 LENGTH
SRAM4 ) : ORIGIM 28 LENGTH
FLASH (rx, : ORIGIM 00008 LENGTH
CONFIG ({r : ORIGIM ; LENGTH =

KEEP(*(.isr_vector))

.mmconfig
{
mmconfig start ORIGIN(CONFIG);

mmconftig end ORIGIN(CONFIG) + LENGTH(CONFIG);

Open the main.h file and add the following line to USER CODE BEGIN/END EM section:
/* USER CODE BEGIN EM */
(SPI2)

(GPDMA1)
(LL_DMA CHANNEL 14)
(LL_DMA CHANNEL 15)

(EXTI15 IRQOn)
(LL_EXTI LINE 15)

EXTI15 TRQHandler

(EXTI5 IROn)
(LL EXTI LINE 5)
EXTI5 TRQHandler

(LPUART1)
(LPUART1 IROn)
LPUART1 TIRQHandler
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bcf aw hm593

bcf aw hm593 len

/* USER CODE END EM */

Open main.h and add the mmosal.h header in USER CODE Includes section:

/* USER CODE BEGIN Includes */

/* USER CODE END Includes */

Then add the app_init function declaration to USER CODE FPF section:
/* USER CODE BEGIN PFP *

( ) 7
/* USER CODE END PFP */

And add following call to USER CODE 2 section:

/* USER CODE BEGIN 2 */

LL DMA EnablelIT TC(GPDMAl, LL DMA CHANNEL 14);

LL LPTIM Enable (LPTIMI) ;

LL LPTIM ClearFlag DIEROK (LPTIMI) ;

LL LPTIM EnableIT CC1 (LPTIMI);

(!LL LPTIM IsActiveFlag DIEROK (LPTIMI1))

{

}

LL LPTIM StartCounter (LPTIM1, LL LPTIM OPERATING MODE CONTINUOUS) ;
/* Enable LPTIM1 autonomous mode to wake up from stop modes. */
LL_SRDAMR_GRP1_EnableAutonomousClock(LL_SRDAMR_GRPI_PERIPH_LPTIMIAMEN);

mmosal main(app_init);
/* USER CODE END 2 */

Please note that this function will start the RTOS kernel and will never return from it.

At the end you need to add some global definitions to your project. Open the Project
properties from Project -> Properties . In the shown dialog properties, go to C/C++ build ->
Settings -> MCU/MPU GCC Compiler -> Preprocessor to open the symbols page. You can
add global definitions by clicking on Add... button. Add the following definitions:

MBEDTLS_CONFIG_FILE="prj_mbedtls_config.h"

MMPKTMEM_TX_POOL_N_BLOCKS=32

MMPKTMEM_RX_POOL_N_BLOCKS=32
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1B workspace 1.18.0_10 - Device Configuration Toal - STM32CubelDE
Navigate  Search \ H
Alt+Shift+N > Y = =

Filel Edit

New
Open File...
A Open Projects from File System...

Recent Files >

Close Editor < LU 8 Configuration Clock Configuration Project Manager

Close All Editors Ctrle Shift+ W iBE Properties for Halow_spi

1=} %ave Ctrl+S Settings

) fsavenll Ctrl+Shift+S,

ename...
| fefresh

onvert Line Delimiters To

9

L E

Alt+Enter

Switch Workspace >
Restart
Exit

Analog

Timers
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11 Porting a new platform

Note: The templates described in this section are available from CMSIS pack release 1.6.0
onwards.

If you are creating a new hardware platform support, You'll need to use the
MMx108-template component from MM-loT CMSIS-Pack and create your own hardware

shim layer.
~ MarseMicro. MM _[oT 0.0.1
~ MM leT MM _loT 2.8.0
morselib Mot selected ~
& MMx108-template ) Mot selected
mmconfig 280 Mot selected
mm app common 2.8.0 =il
—aPP_ SDIO
mmipal 258.0 L]

You can find several examples for different platforms at address below:
https:/github.com/MorseMicro/mm-iot-sdk/tree/main/framework/src/platforms.

When using the MMx108-template component, you'll find wlan_hal.c, mmhal_app.c,
mmbhal_uart.c, mmhal_flash.c and mmhal.c files at MM_loT/Target directory in your
STM32CubelDE project.

'ﬂ;. Binaries

MM_leT
& Targ

E MM

B pri mbedtls config.h
B wian_h

B2 Middlewares

s Cebug
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https://github.com/MorseMicro/mm-iot-sdk/tree/main/framework/src/platforms

These files contain a set of empty weak functions (functions that will be replaced by a
function with the same name if defined somewhere else) implementations that are required
by morselib and the examples from MM-loT CMSIS-Pack. Please copy these files from

MM _loT/Target directory to somewhere else in your project (for example Core directory)
before modifying them, otherwise every time that you ask STM32CubeMX to generate code,
it will replace these files with a clean file. After copying them, remove the weak attribute
from all the functions, so they override the functions in original template files.

wlan_hal.c provides the hardware interface code that is responsible for handling SPI or
SDIO read/write and interrupt handling. To find more details on how to implement each
function, find the description for each function in Middlewares \ Third_Party \
MorseMicro_MM_loT_MM_loT \ morselib \MMx108 \ with_wpa_supplicant \ include \
mmbhal_wlan.h

mmbhal.c contains the code that morselib needs for handling system level functionality that
are related to hardware such as sleeping. To find more details on how to implement each
function, find the description for each function in Middlewares \ Third_Party \
MorseMicro_MM_loT_MM_loT \ morselib \MMx108 \ with_wpa_supplicant \ include \
mmbhal.h.

mmbhal_app.c handles the application related hardware functions such as buttons, leds, rtc, ...
. To find more details on how to implement each function find the description for each
function, in Middlewares \ Third_Party \ MorseMicro_MM_loT_MM_loT \ morselib
\MMx108 \ with_wpa_supplicant \ include \ mmhal.h

mmbhal_uart.c is only needed if you need the rf-test example to work. This file provides the
UARTmiId layer to pass the data between the app and the UART. To find more details on how
to implement each function find the description for each function in Middlewares \
Third_Party \ MorseMicro_MM_loT_MM _loT \ morselib \MMx108 \
with_wpa_supplicant \ include \ mmhal_uart.h

mmbhal_flash.c is only needed if you need the mmconfig component to be able to change or
write new configurations into a non-volatile memory. This file contains the implementation of
read/write/erase functions of a non-volatile memory . To find more details on how to
implement each function find the description for each function in Middlewares \
Third_Party \ MorseMicro_MM_loT_MM._loT \ morselib \MMx108 \
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with_wpa_supplicant \ include \ mmhal_flash.h
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12 Importing a platform from mm-iot-sdk

In the chapter the process to import a platform from
https:/github.com/MorseMicro/mme-iot-sdk/tree/main/framework/src/platforms to
STM32cubelDE to be used with CMSIS-Pack is explained. As an example, we import the
mm-ekh08-u575 platform.

(Please make sure that the Morse Micro MM-loT CMSIS-Pack is installed before proceding.)
Download https:/github.com/MorseMicro/mm-iot-sdk to your computer.

Start a new project by selecting STM32 Project from an Existing STM32CubeMx
Configuration file (.ioc) from File -> New

IDE workspace 1.18.0 - STM32CubelDE

File 8 Edit Source  Refactor  Mavigate  Search  Project  Run Window  Help

Alt+Shift=N > Makefile Project with Existing Code
Open File... C/C++ Project
) Open Projects from File System... E 5TM32 Project
Recent Files @fmm an Bxisting STM32CubeMX Configuration Fi|£iocD
Close Editar o [ st TEPTOyET
o ) ﬁ Project...

Click Browse and select the cubeMX project file at
framework\src\platforms\mm-ekh08-u575\bsp\cube.ioc inside the mm-iot-sdk:

IDE 5TM32 Project From Existing STM32CubeMX Configuratio...

& Empty STM32CubeMX configuration file (ioc) is not supported

5TM32CubeMX .ioc file

File: |

Project

Project Name:

Choose a Project name and click Finish:
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https://github.com/MorseMicro/mm-iot-sdk/tree/main/framework/src/platforms
https://github.com/MorseMicro/mm-iot-sdk

IDE 5TM32 Project From Existing STM32CubeMX Ceonfigurati...

Setup 5TM32

5TM32CubeMX .ioc file

File: 'k-main\framework\src\platformsimm-ekh08-u375\bsphcube.ioc

Project

Project Marn.: new_Halow_example_u375_s

« Use default location

If you encounter a message regarding updating the versions of the packages, press Continue
to keep the same versions:
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Setup 5TM32 project

g s
]

IBE Mew STM32Cube firmwware version available

This project was setup with STM32CubeMX V6.10.0 using STM3

A‘ STM32CubeMX V6.14.0 can work with STM32Cube FW_U3 'V
There are two options to proceed:
- Migrate: Migrate your project using the current STM32CubeMX version (6.14.0) and
S§TM32Cube FW_U5 V1.7.0.
- Continue: Continue to stay compatible with the old STM32CubeMX version 6.10.0
and 5TM32Cube FW_U5V1.4.0,

) (Cigrate ] [CConcel ]

Perform Project Creation. Please Wait For Completion ..

[ <tk [ New> ]| Fnish j[ Goncel ]

After the project is created, open the Software Packs Component Selector from Software
Packs -> Select Componets or by pressing Alt+O keys:
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[ L

MR halow_example_u575_spiioc

halow_example_uS75_spi.ioc - Pinout & Configuration

v Pinout

AO iF Pinout view = gy

' Alt-U
et Add pack software component to the project
Swetam Cnra > £ g

Then select porting_assistant from MorseMicro.MM_loT -> MM_IloT example dropdown.

Click on the yellow warning sign to highlight the missing components. You can click resolve
to let the cubeMX select the missing components as much as it can.

> Infineon AIROC-Wi-Fi-Bluetooth-STM32 1613 Install

orseMicro MM _lo 0.01

> MM _loT M loT 280

> AWS AWE-libraries 1.3.0

» FreeRTONELibs FreeRTOS-libraries 1.3.0

LM loT Exa porting_assistant ~

» RealThread X-CUBE-RT-Thr Mot selected
> SEGGER -CUBE-emb0S pert
» STMicroelectronics FP-ATR-ASTRA %Q—ESSEEED
» STMicroelectronics. FP-ATR-SIGFOX scarn
> STMicroelectronics. FP-SNS-FLIGHT1 wnm_sleep

Component dependencies

=,

~ MM _loT Example Show | Resolve )
e —
~ Requires: component class MM_loT, group mmutils Viissing

~ Solutions in MorselMicro. MM_loT.0.0.1:

~ Requires: component class MM_loT, group mm_app_common Missing
~ Solutions in MorselMicro. MM_loT.0.0.1:

Component mm_app_common

~ Requires: component class MM_loT, group morselib, variant MM6108 Missing

~ Solutions in MorselMicro. MM _[oT.0.0.1:

Component morselib / Variant MM6108
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You need to do the same for the rest of the components that have missing dependencies.
For morselib choose MM_loT -> MMx6108 -template/Variant SPI .

:omponent dependencies
~ Requires: condition need HW shim condition @ lssue
~ Accepts: component class MM_loT, group BSP-EKHO05, sub MMx108
~ Solutions in MorseMicro. MM _loT.0.0.1:

Component BSP-EKHO5/MMx108 / Variant SPI
Component BSP-EKHO5/MMx108 / Variant SDIO

~ Accepts: component class MM_loT, group MMx108-template
~ Solutions in MorseMicro. MM _loT.0.0.1:

Component MMx108-template / Variant SPI
Component MMx108-template / Variant SDIO

Your component selection in MorseMicro.MM_loT should look like as follow:
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> Infineon AIROC-Wi-Fi-Blustooth-STM32 161
~ MorseMicro. MM _laT 0.01
~ MM _loT MM_loT 280
morselib 280 MME108 v
MMx108-template 280 SPI ~
mmconfig @ 280
mm_app_common 280
mmipal 280
mmutils 280
mmLwiP 220
mmping 280 ]
slip 280 Cl
mmiperf 2.8.0 O
mmpktmem 280 static ~
mbedtls 3.6.0 |
mm-tinycbor 0.6.0 ]
» BSP-EKHOA
> AWE AWS-libraries 1.3.0
> FreeRTOZ-Libs FreeRTOS-librares 1.3.0
MM 1aT Example 280 |pnrting_355i5tant w |
5 RealThraad X-C1IRF-RT-Thraad Nann 411 h TN

Click OK to close the component selector dialog.
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Enable MM_loT components by selecting all the check boxes from Pinout & Configuration
->MM_loT:

LFBAM Scenario & Canfigur

Clock Configuration

v Software Packs

MorseMicro. MM _1oT.0.0.1 Mode and Configuration
Mode

]
&
&
]
&

| [oT Example

M 1oT MM loT

THREADK

Enable CMSIS RTOS2 from X-CUBE-FREERTOS

Pinout & Configuration Clock Configuration

v Software Packs
STMicroelectronics X-CUBE-FREERTO0S.1.2.0 Mode and Configuration :

A
c] CMSIS RTOS2
& ¥-CUBE-FREERTOS

Q| v| 8

Categories

-

&
&
&
&

And set the the parameters as follow:

ENABLE_FPU Enabled

MINIMAL_STACK_SIZE 256
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USE _TICKLESS IDLE User defined functionality enabled

TOTAL_HEAP_SIZE 9571024

From framework\src\platforms\mm-ekh08-u575\mm_shims inside mme-iot-sdk, copy
mmekh08_hal_common.h, mmhal_flash.c, mmhal_uart.c, mmhal.c and wlan_hal.c into
your project.

Fia Project Explorer

e =mpt,

mAin. e

mirmekd common.h
mmhal_fl

mmhal_uart.c

Also copy the lines inside USER CODE in main.c and main.h from mm-iot-sdk.
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(Alternatively, replace main.c and main.h with ones from mm-iot-sdk to your project
RE-Generate the code. )

Open the linker script (STM32U575ZITXQ_FLASH.Id), assign a part of the flash memory to
the CONFIG section and add the definition of its boundaries:

: ORIGIM Bx 200000 LENGTH =
: ORIGIN = ©x2880000 LENGTH
: ORIGINM LENGTH
: ORIGIM e 388, LENGTH

.isr_vector :

 KEEP(*(.isr_vector))

.mmconfig

I
L

mmcontig start
mmconftig end

Add the necessary global definitions to your project. Open the Project properties from File
-> Properties . In the shown dialog properties, go to C/C++ build -> Settings -> MCU/MPU
GCC Compiler -> Preprocessor to open the symbols page. You can add global definitions by
clicking on Add... button. Add the following definitions:

MBEDTLS_CONFIG_FILE="pr]_mbedtls_config.h"

MMPKTMEM_TX_POOL_N_BLOCKS=32

MMPKTMEM_RX_POOL_N_BLOCKS=32
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File

IBE workspace_1.18.0_10 - Device Configuration Tool - STM32CubelDE

Edit  Navigate S h \ H;

Alt+Shift+N > Y = =

New

Open File...

Open Projects from File System...

Recent Files >

Close Editor < LU 8 Configuration Clock Configuration Project Manager
Close All Editors Chrle Shift+ W 88 Properties for Halow spi

Save Ctrl+S

Settings

Save All Ctrl+Shift+5,

ename...

9

L E

efresh

onvert Line Delimiters To FEREa
ngs
build outputs

ssembler

Alt+Enter

Switch Workspace >
Restart
Exit

Analog

Timers

Save everything, re-generate the code and build the project.
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13 Modifying an existing example to make
a new application

If you need to modify an existing example to create a new application, the best way to do it is to
copy the example code from the generated directories and put them somewhere else that
doesn’t get overwritten every time that you generate the code (for example in the root directory )
. For example, imagine that you’ve opened the EKH05-Demo example in your workspace and
you can build it and now you want to modify its code. From the project tree, copy the
EKHO05-Demo from Middlewares/Third_Party/MorseMicro_MM_loT/Example/EKH05-Demo
and paste it in the root directory and delete the original code. You can also rename the directory:
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e Mi
s 5T
& Third_Party
{ 15

& Debug
& ESP-EKHOS

demo_iperf.c

demo_iperf.h

demo_ping.c
demo_ping.h

demo_termp

E -
M
E -
B -
W -
_..
.
E o
B e
.
.
B -

And then you need to disable the example component from component selector to avoid
code duplication when you regenerate the code:
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b

MO AP~V =T -DIU B LU =23 1 IVEDE

~ MorseMicro. MM _loT

> MM JoT MM _laT

> AWS AWS-libraries

» FreeRTOS-Libs FreeRTOS-libraries
MM _loT Example

RealThread X-CUBE-RT-Thread_MNano

s RQFCEFR e IRF ambiMiQ

o
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14 Revision History

Release Number | Release Date

Release Notes

04 05-Feb-2026

Update for 1.8.2 release, including new
method for switching between MM6108
and MM8108, and simpler changing
between examples.

03 01-5ep-2025

Update rf-test section.
Added a section for modifying the examples.
Added a section for cli example

02 14-May-2025

Added section for switching between
MM6108 and MM8108

Added login instruction

Added github release page link

Add a note to refer to MM-10T-SDK
documentation for examples.

01 14-Apr-2025 °

Initial Release
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regarding the information contained herein or the suitability of its
products and services for any particular purpose, nor does Morse Micro
assume any liability whatsoever arising out of the application or use of
any product or circuit. The products sold hereunder and any other
products sold by Morse Micro have been subject to limited testing and
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applications. Any performance specifications are believed to be reliable
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Morse Micro is a leading Wi-Fi HaLow fabless semiconductor company
based in Sydney, with global offices. As the world's premier Wi-Fi
Halow company, we pioneer next-gen loT wireless connectivity
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